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Introduction

Huawei Cloud is a proprietary of Huawei that offers cloud services. Some of its advanced
features include the ability to run virtual machines, virtual applications, databases, backups, and
many other tasks. It integrates countless cloud services that are necessary to develop, test,
deploy and m anage virtual machines (VMs).

This VDI Guide with UDS Enterprise & HUAWEI will help you to know the procedure to deploy
and configure the UDS Enterprise components on said platform. This document shows, through
real examples, how to create the necessary resources so that UDS Enterprise  can deploy virtual
desktops on HUAWEL.
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UDS Enterprise on Huawei Cloud

Before carrying out the integration, it is advisable to invest time in knowing the different
configurable parts of UDS Enterprise (for more information visit our Web. In the section
Documentation You will find the UDS Enterprise installation, administration and user manual).
One of them is the Service Providers, an extremely important element for the configuration of
Huawei Cloud in UDS Enterprise.

UDS Enterprise will allow the deployment of self -generated virtual desktops and virtual
application sessions on the HUAWEI platform. The UDS components (Server, Tunnel and
Database) can be hosted in the HUAWEI environment itself or can also be hosted in any ot  her
on-premise virtualization platform with connectivity to the HUAWEI environment.

To import, install and configure UDS Enterprise within a HUAWEI environment, you must request
its specific components for this environment (UDS -Server, UDS-Tunnel and Database) and a
serial number (Evaluation/ Enterprise) from Virtual Cable .

You must have a valid HUAWEI subscription with permissions on which to deploy the UDS
Enterprise components, virtual desktops or Windows/Linux application servers.

Where do | begin?

First, you need to have an account with administrator privileges (you can use an IAM account
with permissions) on the HUAWEI platform. If you already have it, Log in to the portal .
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IAM User Login

Tenant name or HUAWEI CLOUD account name

IAM user name or email address

IAM user password &

Forgot Password Remember me

Use Another Account: HUAWEI ID | Federated User

If you already have an active UDS environment (on a virtual on  -premise platform or on another
cloud platform) and you want to integrate it with HUAWEI, you must perform the necessary
configurations at the network level so that there is communication betwee n the UDS servers and
the HUAWEI environment. In this case, you can go directly to the "UDS Enterprise Administration"

section.

If you want to host the UDS components within the HUAWEI environment, the Virtual Cable team
will provide you with these components in a specific format and you must perform a series of
tasks to import them.
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Deploy UDS servers on HUAWEI

Below is an example of how to deploy the servers that make up the UDS environment on a
HUAWEI platform. This guide details the steps to upload and create the UDS Server component.
The same tasks must be carried out for the UDS  Tunnel server and the database.

If the UDS version to be installed is Enterprise, it will be necessary to upload the database server
to the platform. If you use the and UDS Evaluation Edition versions, you can not deploy a
database server and activate a local database included in the UDS server, although this
configuration will not allow the environment to be updated.

The UDS servers will be provided by the Virtual Cable team in disk image format

A User creation in IAM module

To import the UDS components we will need to have a user account with permissions, within the
HUAWEI tenant.

If you do not have any previously created user or you wish to configure a specific one to be used
by UDS (recommended), the procedure shown below will be carried out:

We access the IAM module in our HUAWEI environment (where we must have full permissions),
select from the menu " Identity and Access Management t he pauvsarg'rardp treatd
userj :

IAM Users (@

| users IAM User Login Link
User Groups Delete |
Permissions v [ ] usernam

Un the new user creation wizar d,AccwseT Typer Prdgrainmatci c at e

accessj
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Users /| Create User

o Set User Details

+* User Details The username, email address, and

* Username

@ Add User |sers available for a

* Access Type Programmatic access
Allows access to HUAVYEI CLO

In the next step of the wizard we will configure the necessary permissions that the user must
have. We can create a group with specific permissions or assign them directly.

The permissions that the user must have will be:

User Groups / admin
Name admin Z Group 1D bed3fBe367ef41418fcBeba29e507268 (O
Description Full permissions ;\ Created Jan 27, 2023 14:57:17 GMT+02.00
Permissions Users
N PR Authorization records (IAM projects): 3; (enterprise - - e - - Q
S R projectsy 0
|:\ Pelicy/Role Policy/Rele Description Project [Region] Principal Principal Descripti
Tenant Administrator Tenant Administrator (Exclude |A...  All resources [Existing and fut... admin Full permissions
Agent Operator Permissions for switching roles t... All resources [Existing and fut. .. admin Full permissions
Security Administrator Full permissions for Identity and .. Global service [Global] admin Full permissions
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A Bucket Creation

Once we have a user and their connection data, we must create a new bucket from the module
"Object Storage Service j of the HUAWEU environment so that it
to contain the UDS components.

We access Object St orage S®Eijew bloragej wan dar @lcrebooke ad re d
bucket}

Object Storage Object Storage Service ()
Service
OBS Browser is a client that helps you effi
obsutil is a CLI tool. It supports basic ope
Object Storage Before using OBS tools, Obtain Access K

Farallel File Systems

An account and all the 1AM users un
more

CDN P

You can create 98 more buckets.

pecify filter criteria

¥ 5]

Bucket Name = Storage ClI
1

uds36market Standard

uds-enterprise Standard
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In the wizard, we will indicate a name, select our region and leave the rest of the default options:

Create Bucket

Region @ EU-Dublin -

Regions are geographic areas isolated from each other. Resources are region-specific and cannot be used across regions through internal network connections. For low network
latency and quick resource access, select the nearest region. Once a bucket is created, the region cannot be changed

Bucket Name uds.enterprise
@ Cannot be the same as that of the current user's existing @ Cannot be the same as that of any other user's existing @ Cannot be edited after
buckets. buckets creation
Default Storage Class Standard Infrequent Access Archive -
ricing
High performance, reliability, and availability High reliability, low cost, and few access For data accessed once a year ~
& Multi-AZ ~ © Single-AZ B Image b Multi-AZ ~ © Single-AZ B Image © Single-AZ

If you do not specify a storage class during object upload, any objects you upload inherit this default storage class.

We create the bucket that will host the UDS servers:

{ uds-enterprise O
I Overview . .
Basic Information

Objects
Fermissions M Bucket Name uds-enterprise
Basic Configurations -

Storage Class Standard
Domain Name Mgmt

. Bucket Version 3.0

Inventories

Region EU-Dublin
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A Import UDS servers

To import the UDS components, we must have their images in .qcow2 format:

ﬁ UDS-Dbserver-gecow?2.3.6.0.zip
ﬁ UDS-Server-gecow2.3.6.0.zip
ﬁ UDS-Tunnel-qgcow?2.3.6.0.zip

Once downloaded, we will upload the UDS appliances to the indicated bucket of the HUAWEI

environment.

Overview

| objects
Permissions v
Basic Configurations -

Domain Name Mgmt

Inventories

< | uds-enterprise O

m|m|m|m|m|m|m|m‘m!

Upload Object How to Upload a File Larger than 5 GB?

o Upload Object

':?:' (Optional) Configure Advanced Settings

6 Upload actions will generate requests . After the upload, you will be billed for data stor;

Storage Class

Upload Object

Server-Side Encryption

Infrequent Access Archive

Standard

Optimized for frequently accessed (multiple times per month) d

If you do not change this setting, your uploaded objects will be
bucket creation. Learn more

Drag files or folders here
(A maximum of 100 files can be uploaded at
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{ uds-enterprise O

You can use OBS Browser+ to move an object to any other folder in this bucket.

Inventories Upload Object ‘ Create Folder Delete More w ‘

[ ] Name Storage Class Size (2) I=
1 [] UDS-Tunnel-qcow2.3.6.0.gcow2 Standard 2.49 GB

[] UDS-Server-gcow2.3.6.0.qcow? Standard 2.86 GB

[] UDS-Dbserver-qcow2.3.6.0.qcow2 Standard 1.65 GB

A Creation of UDS servers

Overview Objects [T
I Objects
o Objects Deleted Objects Fragments
Permissions v
Basic Configurations v Objects are basic units of data storage. In OBS, files and folders are treated as objects. Any file typ

Domain Name Mgmt For security reasons, files cannot be previewed online when you access them from a browser. To pr

The next step in deploying the UDS components will be to create an image using the
. . " . .
corresponding gcow? file. Therefore, access the module Image Management Service j and
will create the images:
Image Type and Source
* Region ‘ EU-Dublin v ‘
For low network latency and quick resource access, select the region nearest to your target users.
* Type Full-ECS image Data disk image ISO image
* Source ECS BMS Image File
= Image file format must be VHD, ZVHD, VMDK, QCOW2, RAW, ZVHD2, VHDX, QCOW, VDI, or QED.
= The size of image files (excluding files in RAW or ZVHD2 format) must be less than 128 GB. Learn more
« Image files must be configured and then be uploaded to an OBS bucket with Standard storage before they can be used to create private images.
Learn more
s The created private image may be different from the source image file in format and size.
s The Fast Create function applies only to an optimized image file in RAW or ZVHD2 format.
« Before creating an image, please check the known issues with image OSs. Learn mare
uDs x| Q | | C ‘
I OBS Buckets > uds-enterprise I
Name Last Modified Type Size
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We select the corresponding file disk and in the image configuration we will indicate the
following:

% Function ECS system disk image BMS system disk image
Boot Mode BIOS UEFI

The boot mode must be the same as that of the OS contained in the image file. Otherwis

05 | Debian v ‘ ‘ GNU/Linux 11.3.0 64bit v

If the OS you selected is different from the OS in the image file, IMS will use the OS in th
creation. View supported OSs

* System Disk (GB) | 40 =+ | [The system disk size must be larger than the image

(®) Add Data Disk You can add 3 more data disks.

* Name | UDS_Server ‘

Encryption [ ] KMS encryption ()

Enterprise
*Projecpt @ | default
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Dashboard

Elastic Cloud Server

Bare Metal Server

Elastic Volume Service v

Image Management
Service

Auto Scaling v

Key Pair

ECS Group

Cloud Backup and
Recovery

Elastic Load Balance &

Elastic IP

Public Images Private Images

Images

You are advised to optimize private images that do not sup

You can create 88 more private images. For details about the

Delete Share

| | Name |=

| | UDS-Server-3.6

[ | UDs_Tunnel

| | UDS_Server

| | UDS_DB_Server

| AlLEPSs

Status OST
@ Nor..  Linux
Q Nor.. Linux
@ nor-. Linux
@ nor-. Linux

Once we have completed the creation of all the images we will proceed to apply them to the ECS

servers.

I‘ Name A UDS_Server

x Q | ‘ Search by Tag ¥

Created |=

Apr 14, 2023 13:06:52 G...

In the Basic Configuration:

Enterprise Pr... Operation

default Apply for Server

Modify

We will indicate the type of payment for that machine, the region and availability zone in
to its resource specifications:

addition
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8|

Region EU-Dublin v

Billing Mode Yearly/Monthly

For low network latency and quick resource access, select the region nearest to your target users

AZ Random AZ1 AZ2 @
Specifications Latest generation v vCPUs | All v Memory|
General computing General computing-plus Memory-optimized GPU-acc
Flavor Name vCPUs | Memory(GiB) |=
s6.small 1vCPUs | 1 GIB
(® s6.medium.2 1vCPUs | 2 GIB

Image Public image Shared image

UDS_Server(40GB) ¥ | C Create Private Image

System Disk High /0 v 40 + | Gig 10PS limit: 2,120, 10PS burst limit: 5,000 (@

(® Add Data Disk You can attach 23 more VBD disks or 59 more SCSI disks.

In the next step of the wizard we will configure the network details of the instance. At least we
must indicate a valid network and subnet, which allow us to communicate with other elements,
and assign a public IP to have access to the outside:

@ Configure Basic Settings e Configure Network @ Configure Advanced Settings @ Confirm

Network vpc-default (192.168.0.0/16) vy C subnet-default (192.168.0.0/24) v | C | Automatically assign IP address ¥ | Available private IP addresses: 233 @
Create VPC

Extension NIC (@) Add NIC NICs you can still add: 1

Security Group UDS-Enterprise (47184a5e-b4a2-4888-b39f-2501bd99d... v | C Create Security Group @
Similar to a firewall, a security group logically controls network access.
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NOTE:
The database server will not need to have a public IP.

We will c¢reaéteuriipgGroupe | wict hat e necessary rules for
rules. Only the UDS -Server and UDS-Tunnel servers will need entry rules and it will be important

to provide access between the resource groups so that the UDS appliances can communicate

with each other through their security groups:

A UDS server. Port: 443 (for user and administrator access).

4 UDS-Server

Summary Inbound Rules Outbound Rules Associated Instances

o Some security group rules will not take effect for ECSs with certain specifications. Learn more

‘ Add Rule ‘ ‘ Fast-Add Rule ‘ Delete Allow Common Ports Inbound Rules: 3 Learn mo
Specify filter criteria.
| | ¥ Protocol & Port  (2) Y Type Source ()
LA IPv4 uDS-DBServer (&
oA IPv4 UDS Tunnel @
| TCP-443 IPv4 00000 @

A Tunnel server. Port: 443 and 10443 (443 for tunneled connections and 10443 for HTML5
connections)
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£ UDS-Tunnel

Summary Inbound Rules Outbound Rules Associated Instances
Add Rule Fast-Add Rule Allow Common Ports Inbound Rules: 3 Learn more
[ | ¥ Protocol & Port (3) T Type Source (2)
Y P4 uDs-server @
[] TCP:443 IPv4 00000 @
(] TCP: 10443 P4 0.0000 @

A DbServer:

{ UDS-DBServer

Summary Inbound Rules Outbound Rules Associated Instances

o Some security group rules will not take effect for ECSs with certain specifications. Learn more

Add Rule Fast-Add Rule Allow Common Ports Inbound Rules: 1 Learn more ab
| | ¥ Protocol &Port (2) ¥ Type Source (2)
] A P4 uDs-Server @

Page 15 of 33



VDI with UDS Enterprise 3.6 and Huawei Cloud

We check that all the data is correct and launch the instance:

Configuration Basic 2
Billing Mode Yearly/Manthly Region Dublin AZ AZ2
Specifications General computing | s6.small.1 | 1 wCPUs | ... Image UDs_Tunnel System Disk High 1/0, 40 Gig
Network 2
VPC vpe-default (192.168.0.0/16) Security Group UDS-Tunnel Primary NIC subnet-default (192.168.0.0/24)
EIP No EIP bound to the primary network interf...
Advanced 2
ECS Name UDS-Server Login Mode Password Auto Recovery Enable
ECS Group
Enterprise Project default w | C Create Enterprise Project @

Once the instance is | aunchelE,3 vod déare Eanicdasice tdh e
Serverfj from the HUAWEYU environment and view the cre.

Elastic Cloud Server @
Mare ¥
Mame: UDS

Name/ID Monitoring  AZ Y Status Y7 Specifications/Image

UDS_tunnel_3.6_2 8 vCPUs | 16 GIB | s...
A AZ2

7faf7f49-f0f8-4ceb-8d30... ©  stopped UDs_Tunnel

UDS_Server_3.6_2 1 vCPUs | 2 GiB | s6....

AZ2

a49911a7-768¢-4114-a9... = ©  stopped UDS_Server

UDS_DB_Server_3 1wCPUs | 1 GIB | s6....
A AZ2

592cef78-5¢7e-47ed-84c... ©  stopped UDS_DB Server
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A Configuration of UDS servers

Once we have all the instantiated UDS components, we will proceed with their configuration.

In this configuration example, we will rely on a virtual machine deployed on the same network
as the UDS servers to have direct connectivity with them.

o Database configuration

If you are using the database provided by the Virtual Cable team, it will already be pre -configured
and you will only have to verify that you have IP connectivity (by default the network is configured
by DHCP).

The default server credentials are:

A User: root
A Password: uds

This server has created a database instance ready to be used with UDS Enterprise with the
following data:

A Instance name: uds
A User: uds
A Password: uds

By default, the server has its network settings via DHCP. It is recommended to always use static
addressing in all UDS components.

0 UDS Server configuration

The UDS-Server component is the main element of the  UDS environment. It has a configuration
wizard accessible via web browser. Before accessing said configuration wizard, we will need to
confirm that the server has been assigned an IP address via DHCP.

Once we know the IP address assigned to the server (selecting the instance, in the section
"Network Interfaces § ), we will access via browser the (P

https:// IP_Servei9900
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g

HUAWEI

Uds — Mozilla Firefox A — O

I Uds xi + - o+

X

E

“« > G o [®|&’ 10.0.0.10:9900/setup/page/language )| {,}] mn o @

Please, select your language

English -

From here we will indicate all the necessary data (IP data, serial to activate the subscription,

credentials, etc...) to configure the server.

For more information on the configuration of the UDS server, consult the UDS Enterprise

installation, administration and user manual available in the section Documentation from the

web.

NOTE:

During the configuration procedure of the wizard, it will request the configuration data of the database
server. In the case of using an external server, we must indicate the data of the previously configured
database server (IP address, instance, user and password).
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HUAWEI

0 UDS Tunnel Configuration

The UDS Tunnel component is the element that will provide us with secure access to virtual
desktops through the Internet. It will also take care of establishing the HTML5 connection
(HTML5 Transport for desktops and vApps). It has a configuration wizard ac  cessible via web
browser. Before accessing said configuration wizard we will need to confirm that the server has
been assigned an IP address.

Once we know the IP address assigned to the server (selecting the instance, in the section
"Private IPv4 addresses} ) , we wi | | access via browser the UP
9900

http:// IP_Tunnei9900

Uds — Mozilla Firefox AT E]

& Uds x+ - +

r

7 N ‘
t,'\(— 1= G @ [®|&' 10.0.0.7:9900/setup/page/language v @ o m a &
-l

UDS Enterprise Tunnel Setup

Please, select your language

English -

From here we will indicate all the necessary data (IP data, credentials, certificates, etc...) to
configure the server.

For more information on the configuration of the UDS Tunnel server, consult the UDS Enterprise
installation, administration and user manual in the section Documentation from the web.

NOTE:
During the configuration procedure, the wizard will request the connection data of the UDS

server.
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A Create base machines or templates in HUAWEI

For UDS to deploy virtual desktops on the HUAWEI platform, it is necessary to have a base
machine or template on which the new desktops self  -generated by UDS will be based. This base
machine can be deployed in different ways. Among them, it is possible to import an existing
template on another platform (using the same applications that we have used to import the
different UDS components) or create a machine in the environment itself.

If we choose to import a template, it is important that we make sure that it will have a valid
access mode (SSH or RDP type), in order to access it once it is hosted on the HUAWEI platform
more easily or through its web console.

Another important point to take into account is the network configuration. It is necessary that it
be configured to take IP addresses via DHCP.

0 Base machine access and configuration

Once the base machine or template is deployed and accessible via RDP, for example, we must

install all the software that we need to have available in the virtual desktops deployed by UDS,

perform the template optimization configurations, which are very imp ortant for the good
performance of our machines (disable unnecessary
and finally install the UDS Actor.

NOTE:
You can consult the UDS Enterprise Installation, Administration and User manual in the section on
Documentation from the UDS Enterprise website for more details on the installation of UDS Actor.
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During the configuration of the UDS Actor we must indicate in the connection data against UDS
Server the local DNS address/name or IP or public DNS depending on the type of deployment
(in the case of using IP addresses instead of names, it must be ensured  that these addresses are
not dynamic and change when the servers are turned off/on).

O UDS Actor Configuration Tool ? X

DS Server  Advanced

S5L validation |Igr‘u:|re certificate V|

UDS Server  |10.0,0.10 |

Authenticator |ﬁl‘«dmir'|i5trati|:|n V|

Username |udSadmir‘| |

F‘aSSWDr’d ||||-||--|||-| |

Fegister with LIDS Test configuration Close

NOTE:

If we want to view the configuration of the UDS Actor in an Ubuntu OS through RDP, we will have to
execute the following command from a console:

Ubuntu 18: sudo QT_X11_NO_MITSHM=1 /usr/shin/lUDSActorConfig

Ubuntu 20:  xhost + && sudo QT_X11_NO_MITSHM=1 /usr/shin/lUDSActorConfig

Once the configuration and installation of the UDS Actor is done, we can turn off the base or
template machine, later UDS will create a snapshot of it to create the publication machine
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UDS Enterprise Administration

HUAWEI Service Provider Integration

To integrate HUAWEI as a UDS Enterprise service provider, we must access the UDS
administration. To do this, we access the IP address or name of the UDS Server component via
a web browser and authenticate ourselves with an administrator user (in the first access we will
use the system administrator user indicated in the UDS server configuration wizard).

Once validated in the UDS login portal, we will access the " dashboardj from t he user m





































