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Introduction 

The UDS Enterprise VDI and vApp connection broker allows the deployment and 

management of remote Windows application sessions through the Microsoft Remote 

Desktop Services (RDS) service. These applications can be assigned to user groups. 

Access to remote application sessions can be done through Windows and Linux OS with 

the installation of the “UDS Client” component and through any device that has a web 

browser with the HTML5 connection mode. 

Users will run application sessions on Windows servers with the RDS role enabled and 

configured. 

For the correct operation and integration of UDS Enterprise with RDS, it is necessary to 

perform a series of tasks that are detailed in this document. 
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Necessary elements 

To configure the different elements that will make up the vApp environment with UDS 

Enterprise to serve Windows virtual applications, you will need:  

Application servers (physical or virtual) 

The Windows servers that will be in charge of providing the application sessions can be 

hosted on a virtualization platform or be physical servers. UDS Enterprise allows you to 

create groups of application servers. These groups can be made up of virtual and 

physical servers. 

The application servers (physical or virtual) must have sufficient resources (vCPU, 

vRAM, and disk) to be able to run the applications. 

Windows OS for vApp Servers 

To deploy virtual applications it will be necessary to use the following OS: 

▪ Windows 2012 R2 

▪ Windows 2016 

▪ Windows 2019 

In this example, it will be use a Windows Server 2019 image: 
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RDS Actor 

To download the RDS Actor it is necessary to validate in the UDS Enterprise login 

window with a user with administrator permissions. Display the user menu and access 

the downloads. In this window download the Actor for Windows machines, specifically 

for RDS servers. 

 

Various 

To carry out the following procedure, it will be necessary to have a domain user with 

administration permissions on the RDS server. 
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Application server configuration 

The following are all the necessary tasks to perform on the RDS application server.  

OS Windows Server 

Start with the machine that you will use as a server. 

The installation will be carried out with the default values and indicating some resources 

(disk, vRAM and vCPUs) according to the requirements of the applications that you will 

install on the machine. 

Once the Windows server image has been downloaded, proceed to install it: 
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When you get to the part of the installation wizard where it asks us to select the type of 

OS, choose the option “Desktop Experience”. 

 

Once the OS installation is complete, it is important to install the virtual machine drivers 

corresponding to the virtualization platform. In this example the “VMware tools” will be 

installed, since the OS will run on the VMware vSphere virtual platform. 
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RDS Actor Installation 

The following requirements must be met:  

▪ Have an updated Windows Server 2012 R2, 2016,2019 or 2022 OS. (Installed 

and configured in the previous section). 

▪ Have the IP of the broker, as well as an administrator user of the same. 

▪ The server must have a fixed IP address.  

▪ The server has to be part of a domain. 

Before proceeding to install and configure RDS, it is necessary to install the UDS Actor. 

From the UDS Enterprise download page select and download the actor for RDS servers 

(RDS UDS Actor). 

 

 

It will be installed on the Windows server: 

 

  

http://www.udsenterprise.com/


 

35 

 
 Page 8 of 33 

 

Windows application virtualization with 

UDS Enterprise 3.5 

         www.udsenterprise.com 

 
The license agreement is accepted: 

 

Choose an install location: 

 

Once the installation is finished, run the UDS Actor: 
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The address of the UDS server, an authenticator and a user with administrator 

permissions that belongs to the selected authenticator are displayed. 

 

Once all the data has been indicated, click on “Register with UDS” to register the Actor 

with your UDS server: 

 

Click on "Test configuration" to confirm that all the data is correct: 

 

Once the UDS Actor for Windows RDS servers is installed, proceed with the installation 

and configuration of Microsoft Remote Desktop Services. 

NOTE: It is necessary that in the UDS environment there is at least one 

authenticator. 
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Remote Desktop Service (RDS) Installation 

The following requirements must be met:  

▪ Have an updated Windows Server 2012 R2, 2016,2019 or 2022 OS.  

▪ The server must have a Static IP address.  

▪ The server has to be part of an Active Directory (AD) domain. 

Once the requirements are met, you can move on to the installation. 

The server administrator is accessed to add said service: 

 

In the wizard follow the following steps: 

Installation type. 
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Type of deployment. 

 

Deployment scenario: 

 

A summary of what will be installed appears: 
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The server where each element will be installed must be indicated: 
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The installation is confirmed and its deployment is carried out: 
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The server will restart automatically (if you have indicated so) and the installation will 

finish: 
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Configuring RDS with UDS Enterprise 

Once the RDS role is installed and the server restarted, proceed to the creation of a new 

RDS collection. To do this, choose "Create session collections" or access the 

"Collections" section and select "Create Session Collection": 

 

In the creation wizard the following will be indicated: 

Indicate a name for the new collection. 

 

The server "RD Session Host Servers" is added: 
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You select which groups of users will be able to access the collection. Leave the group 

"Domain Users" as it comes by default to allow all users and perform group filtering 

from the UDS Enterprise administration. 

 

It indicates where the user’s profile will be stored. In case you do not enable it, a 

temporary profile will be created, which will be deleted when the user disconnects. 

 

Confirm and create the collection. 
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Publishing the RDS Actor to the RDS server 

Once the collection is created, select "Publish RemoteApp Programs". 

 

You will have to add and select the RDS Actor in the “RemoteApp Programs” list. For 

this, the UDS Actor for RDS must be previously installed. 

Click on "Add" and select the UDS Actor in the path: 

C:\Program Files\RDSActor\RDSActor.exe 
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The publication is confirmed and made: 
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Once created, edit its properties: 

 

In the "General" section mark "No" in "Show the RemoteApp program in RD Web 

Access". 
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In the "Parameters" section select "Allow any command-line parameters". 
 

 

Changes are applied and accepted. It is recommended to indicate a time to end the 

sessions of disconnected users. In this way, you will release users and their licenses 

when they disconnect from their virtual application. To do this, edit the properties of the 

collection: 

 

In the “Session” section indicate a minimum time for “End a disconnected session”: 

 

Once all these steps have been completed, you will have a valid RDS server to connect 

to the UDS server and be able to publish virtual applications for UDS Enterprise users. 
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UDS Enterprise Administration 

Once completed all the previous steps, the integration with the application server will be 

carried out for the publication of the desired application service. 

Follow the next steps: 

Go to our UDS Enterprise control panel. 

 

RDS Server and UDS Enterprise connection 

Access the services tab and create a new service provider: 
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A service name will be given and the IP of our RDS server. 

 

NOTE: The same RDS service can have several IPs that connect different existing 

RDS servers, thus achieving high availability of the applications. In addition, when 

indicating several IPs you must mark the "Server Checking" check. 

When the login in UDS Enterprise is done through a user who is not in the Active 

Directory (AD), you must define the following options in the "User mapping" tab: 

▪ “Yes”: Indicates that specific users (indicated in the “Users” section) will be 

used to access the applications. 

▪ "No": You will use the user of the UDS Enterprise login portal to access the 

applications (in this case, you must be an AD user). 

▪ “Users”: Only applies if "User mapping" is "Yes". They will be mapping users 

belonging to an Active Directory that will be able to log in to the RDS application 

servers and that will be used by UDS Enterprise only to execute an application 

session. 

▪ “User`s password”: Password of all the users indicated in the previous section. 

All mapping users need to have the same password. 
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You can also use the “AD User Management”. 

NOTE: Only enable “User auto creation on AD” in case you need to specify users 

from an AD domain. These users will be automatically created by UDS. 

User auto creation on AD: “Yes” Indicates that specific users auto-created by UDS in 

an AD will be used to access the applications. “No” will use the user of the UDS login 

portal to access the applications (in this case it must be an AD user). 

AD Server: IP or name of the Active Directory server where the new users will be 

created (the server must have the connection via LDAPS enabled). 

Port: Port used in the connection. 

AD server OU for created users: Organizational unit where the new users will be 

created 

Username: Domain user with permissions to create and delete users. In format: 

user@domain.xxx 

Password: Password of the indicated user. 

Prefix for created users: Prefix that will be added to the name of the user created in 

the AD. The final name of the created user will be : prefix+prefix_user 

NOTE: Only one of the two methods can be activated for user mapping “User 

mapping” or “User auto creation on AD”. 
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Once you have created your service provider, within it the base application to be served 

will be defined. (In this example the Windows calculator has been chosen). 

A name and the execution path of the application will be entered: 
 

 

Additionally, other parameters can be defined if desired: 

▪ Application Parameters: You can pass parameters to any application in this 

field to customize its execution.  

▪ Start Path: Path where the application will be executed.  

▪ Max. Allowed services: Maximum number of application sessions:                 

(0 = unlimited). 
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Authentication method 

The way in which users will access the UDS Enterprise environment will be created and 

configured. 

This step will be carried out in the "authenticators" tab, being able to choose between 

the following authentication systems: 

 

NOTE: You must take into account the way in which your users will login to UDS 

Enterprise, since in this case if the users who access UDS Enterprise do not do 

so through the AD to which the RDS server belongs, you must indicate in the 

service the mapping of users so that they are those with which the application is 

accessed. 

In this example, an Active Directory-based authentication system will be used. 

For more information on how to register an authentication system, you can consult the 

UDS Enterprise 3.5 Installation, Administration and User Manual  

  

http://www.udsenterprise.com/
https://www.udsenterprise.com/media/filer_public/e2/b4/e2b405c2-fc73-4de6-aca3-e0239a6e1c65/uds-enterprise-30-guia-usuario-administracion.pdf


 

35 

 
 Page 26 of 33 

 

Windows application virtualization with 

UDS Enterprise 3.5 

         www.udsenterprise.com 

 
OS Manager 

Within the “OS Manager” tab, clicking on “New” will select “RDS OS Manager”. 

 Choose a name for the OS Manager: 

  

NOTE: In an "RDS OS Manager" the minimum parameters to configure are:  

▪ Name: Name of the "OS Manager". 

▪ Max. 26 session time: Maximum time that the session of an application 

registered in UDS Enterprise will remain. Expressed in hours (0 = 

unlimited). 
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Transport 

The way users will connect to your virtual application service will be created and 

configured. 

In the tab "Connectivity > Transport", click on "New". 

The appropriate transport will be configured for each case: 

Direct Connection (LAN) 
Tunnel connection  
(WAN or HTML5) 

 

 
 

 
 
 

 

 

In this example, it will be used the direct transport "RDS for vAPPs" 

For more information on how to create a transport for RDS applications, you can refer to 

the UDS Enterprise 3.5 Installation, Administration and User Manual  
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Service Pool 

Once you have completed the previous steps and you have all the necessary elements 

available, you can configure the Service Pool. 

In the tab "Pools> Pool of service", you will click on "New". 

 

A descriptive name will be entered for the application to be published, the base service 

and its OS Manager. 
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Once the service is created, enter it to assign the transport: 

 

 

 

The user groups that you want to access this service will also be added: 

 

For more information on how to create a service pool for RDS applications, you can 

consult the UDS Enterprise 3.5 Installation, Administration and User Manual  
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Access to Windows applications 

Once all the previous configuration is finished, access the service. This access can be 

done from Windows OS (server and desktop) and from Linux OS. 

Access the UDS Enterprise login portal and validate ourselves with a previously 

configured user belonging to AD. 

In the user services window, you will be able to see the available service: 

                          

 

Enter the Windows calculator service by clicking on the application. It is necessary to 

have previously installed the UDS Client: 
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Different methods of accessing a vApp service 

One or more access modes (transports) can be assigned to the same vApp service, 

depending on our needs: 

Direct (LAN) 

▪ RDS 

 

  

NOTE: This type of connection requires having the UDS Client previously 

installed on the connection client computer. It will be necessary to have, in the 

connection client, a Windows or Linux OS  
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Tunneling (LAN and WAN) 

▪ RDS (Tunnel) 

 

 

 

 

NOTE: The connection will be made in the same way as the direct one (it also 

requires having the UDS Client installed), but it will be made through the tunnel 

server, offering the possibility of connecting through the WAN. It will be 

necessary to have, in the connection client, a Windows or Linux OS. 
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▪ HTML5 RDS for vApps 

 

 

 

NOTE: The HTML5 connection type for vApps does NOT require the UDS Client. 

Furthermore, it can be used in both LAN and WAN connections. The accesses 

can be made from any OS with a current browser. 
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About Virtual Cable 

Virtual Cable sells UDS Enterprise through a subscription model according to the number 

of users, including support and updates. 

In addition, Virtual Cable offers professional services to install and configure UDS 

Enterprise and other virtualization technologies. 

For more information visit www.udsenterprise.com or email us at info @ udsenterprise. 
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