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Introduction

The UDS Enterprise VDI and vApp connection broker allows the deployment and
management of remote Windows application sessions through the Microsoft Remote
Desktop Services (RDS) service. These applications can be assigned to user groups.

Access to remote application sessions can be done through Windows and Linux OS with
the installation of the “UDS Client” component and through any device that has a web
browser with the HTML5 connection mode.

Users will run application sessions on Windows servers with the RDS role enabled and
configured.

For the correct operation and integration of UDS Enterprise with RDS, it is necessary to
perform a series of tasks that are detailed in this document.
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Necessary elements

To configure the different elements that will make up the vApp environment with UDS
Enterprise to serve Windows virtual applications, you will need:

Application servers (physical or virtual)

The Windows servers that will be in charge of providing the application sessions can be
hosted on a virtualization platform or be physical servers. UDS Enterprise allows you to
create groups of application servers. These groups can be made up of virtual and
physical servers.

The application servers (physical or virtual) must have sufficient resources (VvCPU,
VRAM, and disk) to be able to run the applications.

Windows OS for vVApp Servers

To deploy virtual applications it will be necessary to use the following OS:

=  Windows 2012 R2
=  Windows 2016
=  Windows 2019

In this example, it will be use a Windows Server 2019 image:

am Windows Server 2019
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RDS Actor

To download the RDS Actor it is necessary to validate in the UDS Enterprise login
window with a user with administrator permissions. Display the user menu and access
the downloads. In this window download the Actor for Windows machines, specifically
for RDS servers.

% UDS Enterprise & upsClient @ About  English |
Downloads
m udsactor_3.5.0_all.deb m udsactor-3.5.0-1.noarch.rpm
o "
. UDS Actor for Debian, Ubuntu, ... Linux machines (Requires = UDS Actor for Centos, Fedora, RH, Suse, ... Linux machines
python >= 3.6) (Requires python >= 3.6)
¢ y @ v
m udsactor-unmanaged_3.5.0_all.deb @ RDSActorSetup-3.5.0.exe
-
5 UDS Actor for Debian based Linux machines. Used ONLY for . - RDS UDS Actor (for remote apps on Windows Server)
static machines. (Requires python >= 3.6)
€ y
@ UDSActorSetup-3.5.0.exe @ UDSActorUnmanagedSetup-3.5.0.exe
. . UDS Actor for windows machines . - UDS Actor for Unmanaged windows machines. Used ONLY for
static machines.
\ 4 >
Various

To carry out the following procedure, it will be necessary to have a domain user with
administration permissions on the RDS server.
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Application server configuration

The following are all the necessary tasks to perform on the RDS application server.

OS Windows Server

Start with the machine that you will use as a server.

The installation will be carried out with the default values and indicating some resources
(disk, vRAM and vCPUSs) according to the requirements of the applications that you will
install on the machine.

Once the Windows server image has been downloaded, proceed to install it:

s Windows Setup

Windows Server: 2019

Language to install: [English (United States) v

QI EELE R PR Bl B English (United States) -
Keyboard or input method: [[§}3 -

Enter your language and other preferences and click "Next” to continue.

o All ights resenved.

UDS Enterprise © - Developed and supported by VirtualCable Page 5 of 33


http://www.udsenterprise.com/

Windows application virtualization with

UDS Enterprise 3.5
www.udsenterprise.com

When you get to the part of the installation wizard where it asks us to select the type of
OS, choose the option “Desktop Experience”.

¥
.\:;f ) Windows Setup =

Select the operating system you want to install

Architecture Date modified
#04 3/12/2019

3/12/2019
| 3/12/2019
prat 3/12/2019

Operating system
Windows Server 2019 Standard

Windows Server 2019 Standard (Desktop Experience)
Windows Server 2019 Datacenter
Windows Server 2019 Datacenter (Desktop Experience)

Description:
This option installs the full Windows graphical environment, consuming extra drive space. It can be

useful if you want to use the Windows desktop or have an app that requires it.

g

Once the OS installation is complete, it is important to install the virtual machine drivers
corresponding to the virtualization platform. In this example the “VMware tools” will be
installed, since the OS will run on the VMware vSphere virtual platform.
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RDS Actor Installation

The following requirements must be met:

= Have an updated Windows Server 2012 R2, 2016,2019 or 2022 OS. (Installed
and configured in the previous section).

= Have the IP of the broker, as well as an administrator user of the same.

= The server must have a fixed IP address.

= The server has to be part of a domain.

Before proceeding to install and configure RDS, it is necessary to install the UDS Actor.
From the UDS Enterprise download page select and download the actor for RDS servers
(RDS UDS Actor).

\ UDS Enterprise

Downloads
m udsactor_3.5.0_all.deb m udsactor-3.5.0-1.noarch.rpm
UDS Actor for Debian, Ubuntuy, ... Linux machines (Requires = UDS Actor for Centos, Fedora, RH, Suse, ... Linux machines
python >= 3.6) (Requires python >= 3.6)
m udsactor-unmanaged_3.5.0_all.deb @ RDSActorSetup-3.5.0.exe
UDS Actor for Debian based Linux machines. Used ONLY for .- RDS UDS Actor (for remote apps on Windows Server)
static machines. (Requires python >= 3.6)
@ UDSActorSetup-3.5.0.exe @ UDSActorUnmanagedSetup-3.5.0.exe
. . UDS Actor for windows machines . . UDS Actor for Unmanaged windows machines. Used ONLY for
static machines.
A 4

It will be installed on the Windows server:

Welcome to UDS Enterprise RDS
Actor Setup

Setup will guide you through the installation of UDS
Enterprise RDS Actor,

Itis recommended that you close all other applications
before starting Setup. This will make it possible to update
relevant system files without having to reboot your
computer.

Click Mext to continue.,
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The license agreement is accepted:

Please review the license terms before installing UDS Enterprise Actor,

Press Page Down to see the rest of the agreement.

Copyright {c) 2012-2022 Virtual Cable 5.L.U.
All rights reserved.

Redistribution and use in source and binary forms, with or without modification,
are permitted provided that the following conditions are met:

*Redistributions of source code must retain the above copyright notice,
this list of conditions and the following disclaimer,

* Redistributions in binary form must reproduce the above copyright notice,
this list of conditions and the following disclaimer in the documentation
and/or other materials provided with the distribution.

If you accept the terms of the agreement, dick I Agree to continue. You must accept the
agreement to install UDS Enterprise Actor.

< Back 1 Agree Cancel

Choose an install location:

Choose Install Location
Choose the folder in which to install UDS Enterprise RDS Actor,

Setup will install UDS Enterprise RDS Actor in the following folder, To install in a different
folder, dick Browse and select another folder. Click Install to start the installation.

Destination Folder

| C:¥Program Files\RDSActor Browse...

Space required: 77.5 MB
Space available: 28.0 GB

Install

Once the installation is finished, run the UDS Actor:

Installation Complete
Setup was completed successfully,

Completed

Show details
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The address of the UDS server, an authenticator and a user with administrator
permissions that belongs to the selected authenticator are displayed.

' UDS Actor Configuration Too ? X

SSL Validation |Ignore certificate ~

UDS Server  [192.168.0.6 |

Authenticator |dbir1tema V|

Username |udsadm|n |

Password |Ol|ooo||oooooo |

Log Level ERROR ~
Register with UDS Test configuration Close

Once all the data has been indicated, click on “Register with UDS” to register the Actor
with your UDS server:

¥ UDS Acter Configuration Too ? *

SSL validation | Ignore certificate ~

UDS Server  [192.168.0.6 |

Authenticator dbiﬂtemé\‘ DS Registration x v|
Username udsadmif o Registration with UDS completed. |
I |
Password 4
aeseee : GK |
Log Level ERROR L ' -
| Register with UDS | Test configuration Close

Click on "Test configuration™ to confirm that all the data is correct:

5SL validation |Ignore certificate ~

UDS Server  [192.168.0.6 |

Authenticator

Username

Password

Log Level

Register with UDS Test configuration Close

Once the UDS Actor for Windows RDS servers is installed, proceed with the installation
and configuration of Microsoft Remote Desktop Services.

NOTE: It is necessary that in the UDS environment there is at least one
authenticator.
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Remote Desktop Service (RDS) Installation

The following requirements must be met:

= Have an updated Windows Server 2012 R2, 2016,2019 or 2022 OS.
=  The server must have a Static IP address.

= The server has to be part of an Active Directory (AD) domain.

Once the requirements are met, you can move on to the installation.

The server administrator is accessed to add said service:

[z Server Manager — O X

K DaShbDard ‘ : I r Manage Tools View Help

Add Roles and Features

Remove Roles and Features

Dashboard WELCOME TO SERVER MANAGER
Add Servers

B Local Server Create Server Group
i All Servers 0 C 0 ,Wfi aure Server Manager Properties
B Ciln e Cheennn Cnrsicne B = _ T

In the wizard follow the following steps:

Installation type.

DESTINATION SERVER

Select installation type No serversareselected.

Select the installation type. You can install roles and features on a running physical computer or virtual

Before You Begin ) AN )
= machine, or on an offline virtual hard disk (VHD).

Installation Type

) Role-based or feature-based installation

Deployment Type ; ) .
Configure a single server by adding roles, role services, and features,

Remote Desktop Services installation
Install required role services for Virtual Desktep Infrastructure (VD) to create a virtual machine-based
or session-based desktop deployment.
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Type of deployment.

Mo servers are selected

SE|€Ct deplo‘y’[ﬂent type DESTINATION SERWER

Before You Begin Remote Desktop Services can be configured across multiple servers or on one server.

Installation Type
Y Standard deployment

Deployment Type

A standard deployment allows you to deploy Remote Desktop Services acress multiple servers,
Daployment Scenario
P
Role Services O Quick Start
- - ) A Quick Start allows you to deploy Remote Desktop Services on one server, and creates a collection
RD Connection Eroker ;
and publishes Remotefpp programs.

B Wah Arrncg

Deployment scenario:

Select deployment scenario S deployment seleced

Standard deployment selected

Before You Begin Remote Desktop Sgwi—:es can be configured to allow users to connect to virtual desktops, Remotefpp
programs, and session-based desktops.

Installation Type

() Virtual machine-based desktop deployment

Deployment

Deployment Scenario \J'lrtu_al machin e-l?ased desktop deployment allows users to connect to virtual desktop collections
that include published RemoteApp programs and virtual desktops.

Role Services

RD Connection Eroker E Session-based desktop deployment

Session-based desktop deployment allows users to connect to session collections that include

IES e published RemoteApp programs and session-based desktops.

A summary of what will be installed appears:

Review l’Ole services DESTINATION SERVER

Standard deployment selected

Before You Begin The following Remaote Desktop Services rele services will be installed and configured for this
- deployment.
Installation Type
Deolovment Tyoe m Remote Desktop Connection Broker
i : Remote Desktop Connection Broker connects or reconnects a client device to RemoteApp
Deployment scenario programs, session-based desktops, and virtual desktops.

Role Services
@ Remote Desktop Web Access

Remote Desktop Web Access enables users to connect to resources provided by session
collections and virtual desktep collections by using the Start menu or a web browser,

RD Connaction Eroker

= Remote Desktop Session Host

rD Remote Desktop Session Host enables a server to host RemoteApp programs or session-based
desktops
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The server where each element will be installed must be indicated:

i dd Roles and res Wizard - O *

DESTINATION SERVER

Specify RD Connection Broker server Standard deployment selected

Before You Begin Select the servers from the server poel on which to install the RD Connection Broker role service.

Installation Type

Deployment T Server Pool Selected
=
Deployment Scenario Computer
) Filter: |
Role Services

4 VC.LOCAL (1)

Connection Broker MName IP Address Operating WIN-E3CBPGNFO5B

RD Web Access WIN-E3CBPGNFO5B.vclo... 192.168.15.93

tures Wizard e O Y

DESTINATIOMN SERVER

Specify RD Web Access server Stancird deployment selected
Before You Begin Select a server from the server pecol on which to install the RD Web Access role service,
Installation Typa [[] Install the RD Web Access role service on the RD Connection Broker server

Deployment Typs

Daployment Scenario Server Pool Selected

Role Services Computer
o ) Filter: |

RD Connaction Broker 4 VC.LOCAL (1)

Name IP Address Operating WIN-E3CBPGNFO5B

WIN-E3CEPGNFOSEvc .. 102.168.15.03

fe Add Roles and Features Wizard — O *
. . DESTINATION SERVER
Specify RD Session Host servers Standrd deploymens selected
Before You Begin Select the servers from the server pool on which to install the RD Session Host role service. If more than
Installation Type ohe server is selected, the RD Session Host role service will be deployed on all of them,

Deployment Type

Server Pool Selected

Deployment Scenario

e Computer
Role Services Filter: |
RD Connection Broker 4 VCLOCAL (1)
RD Web Access Name IP Address Operating WIN-E3CBPGMNFO5B

oo et WIN-E3CBPGNFO5Bvclo... 192.168.15.93
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The installation is confirmed and its deployment is carried out:

[ 3 — [} >
Confirm selections ceandard somtoyment secres

To complete the installation, you must restart the RD Session Host servers, After installation is complete

Before You Begin :
on the remote computers, the local computer will be restarted.

Installation Type

Deployment Type RD Connection Broker (1 server selected)
Deployment Scenario WIN-E3CBPGNFO5B.vclocal

Role Services RD Web Access (1 server selected)

RD Connaction Broker WIN-E3CBPGNFO5B.vclocal

RD Web Access RD Session Host (1 server selected)

Bjsessionhiost 1. The following servers may restart after the role service is installed.

Confirmatio
-

Restart the destination server automatically if required

< Previous MNext > || Deploy ||| Cancel
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R Add Role eature = O X
. DESTINATION SERVER
View progress Siandard deployment slected
The selected Remote Desktop Services role services are being installed.
Server Progress Status

RD Connection Broker role service

WIN-E3CBPGNFO5Evclocal I, Succeeded

RD Web Access role service

WIN-E3CBPGNFO5Evclocal I In Progress

Configuring...
RD Session Host role service !
WIN-E3CBPGNFO5Bvclocal  IE— In Progress.
< Previous Next > Deploy Cancel

The server will restart automatically (if you have indicated so) and the installation will
finish:

f&; Add Roles and Features Wizard = O X

DESTINATION SERVER

View progress Standard deplayment selecies
The selected Remote Desktop Services role services are being installed.
Server Progress Status

RD Connection Broker role service

WIN-E3CBPGNFO5B.velocal M Succeeded

RD Web Access role service

WIN-E3CBPGNFO5Bvclocal M Succeeded

RD Session Host role service

WIN-E3CBPGMNFO5B.vclocal . Succeeded

< Previous Mext » Close Cancel
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Configuring RDS with UDS Enterprise

Once the RDS role is installed and the server restarted, proceed to the creation of a new
RDS collection. To do this, choose "Create session collections”" or access the
"Collections" section and select "Create Session Collection™:

Server Manager * Remote Desktop Services * Overview

. GET STARTED WITH REMOTE DESKTOP SERVICES
! servers o Set up a Remote Desktop Services deployment
| Collections
e Virtual machine-based desktop deployment Session-based desktop deployment
™ | quick sTART
o Add RD Virtualization Host servers o Add RD Session Host servers
@ Create virtual desktop collections e
LEARN MORE

In the creation wizard the following will be indicated:

Indicate a name for the new collection.

[z Create Collection At O *

Name the collection

A session collection name is displayed to users when they log on to a Remote Desktop Web Access

Before You Begin

server.
Collection Name
RD Session Host INaine
uDs
User Groups

User Profile Disks Description (optional):

The server "RD Session Host Servers" is added:

Specify RD Session Host servers

Before You Begin Select the RD Session Host servers from the server pool to add to this collection.

Collection Name

Server Pool Selected

RD Session Host

User Groups Computer

I Filter: |
User Prefile Disks

4 WCLOCAL (1)
Name IP Address Operat WIN-E3CBPGNFO5B

WIN-E3CBPGNFO5B.vclo...
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You select which groups of users will be able to access the collection. Leave the group
"Domain Users" as it comes by default to allow all users and perform group filtering
from the UDS Enterprise administration.

Specify user groups

Before You Begin Add the user groups that should have access to connect to the collection.

Collection Name User Groups:

RD Session Host WC\Domain Users Add..

Remave

User Profile Disks

It indicates where the user’s profile will be stored. In case you do not enable it, a
temporary profile will be created, which will be deleted when the user disconnects.

Specify user profile disks

Before You Begin User profile disks store user profile settings and data in a central location for the collection.

Collection Name ["] Enable user profile disks
RD Session Host Location of user profile disks
User Groups

User Profile Disks Maximum size (in GB):
20

Confirmation

Confirm and create the collection.

Confirm selections

Before You Begin Collection Name
Callection Mama uDs

RD Session Host Users and User Groups
User Groups VC\Domain Users

User Profile Disks
_ - Remote Desktop Session Host Servers
WIN-E3CBPGNFOSB.VC.LOCAL

User Profile Disks
Mo
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View Progress

Frogress

The session collection is being created. Depending on the size of the session collection, this may

take a while to complete.

Activity Pragress Status
Create Collection T Succeeded
Add servers I Succeeded
& WIN-EZCBPGNFOSENC LOCAL

Publishing the RDS Actor to the RDS server

Once the collection is created, select "Publish RemoteApp Programs™.

[z Server Manager

Server Manager * Remote Desktop Services * Collections * UDS

== Overview

i Servers

is Collections

%

CONMNECTIONS

TASKS = Last refreshed on 4/30/202

PROPERTIES
D Properties of the collection
Collection Type Session
Resources Remote Desktop
User Group VC\Domain Users

Fitter

Server‘FQ)N User Ses:

REMOTEAPP PROGRAMS

Published RemoteApp programs | 0 total

Remote Desktop is published for the users of the collection.

i Publish RemoteApp Programs |

Unpublish RemoteApp Programs
I I

You will have to add and select the RDS Actor in the “RemoteApp Programs” list. For
this, the UDS Actor for RDS must be previously installed.

Click on "Add" and select the UDS Actor in the path:

C:\Program Files\RDSActor\RDSActor.exe
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f& Publish Remotefpp Programs = O X

Select RemoteApp programs

RemoteApp Programs Select the RemoteApp programs to publish to the UDS collection. To add a RemoteApp program to
- = the list, click Add.

Confirmation

The RemoteApp programs are populated from WIN-E3CBPGNFO5B.VC.LOCAL

[] Remotefpp Program Location

[] B system Configuration HSYSTEMDRIVE2\Windows\system32\msconfi...
[ & System Information HSYSTEMDRIVERS\Windows\system32\msinfo3...
[] v Task Manager #SYSTEMDRIVER\Windows\system32\taskmgr....
[] @l Windows Media Player HSYSTEMDRIVE?S\Program Files (x86)\Windows...
[ [#Windows Memory Diagnostic HSYSTEMDRIVE3S\Windows\system32\MdSche...
[ & Windows Speech Recognition %SYSTEMDRIVE3S\Windows\Speech\Commonis...
[ ©FlwWardPad FSYSTEMDRIVE32\Program Files\Windows NT\...
[ =xPS Viewer #SYSTEMDRIVESa\Windows\system32\xpsrchv...
‘\" RDSActor ch\Program Files\RDSActor\RDSActor.exe

l Add..

Verify that the program is installed on all the RD Session Host servers in the collection.

The publication is confirmed and made:

[ Publish RemoteApp Programs - O >
Confirmation
RemoteApp Programs Confirm that the list of RemoteApp programs to be published is correct, and then click Publish.
RemocteApp Program Location
\‘RDSActor c\Program Files\RDSActor\RDSActor.exe
< Previous Mext = Publish | | Cancel
[z Publish Remotefpp Programs - O X
Completion
The selected Remotefpp programs were published successfully for the UDS collection.
1 Remotedpp program was published for the UDS collection.
Remotedpp Program Status
- .
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Once created, edit its properties:

F'ﬁ Server Manager

PROPERTIES

E Qverview D Properties of the collection

i Servers Collection Type Session

ii Collections Resources Rematedpp Programs
g User Group VC\Domain Users

REMOTEAPP PROGRAMS
Last refreshed on 4/30/2021 6:10:17 AM | Published RemoteApp pregrams | 1 total

. i =
Filte, (2] - (H)
Fulver p 27 '\Ej

RemoteApp P‘r:gram Name Alias Visible in RD Web Access

RDSActor Yes

Edit Properties

In the "General” section mark "No" in "Show the RemoteApp program in RD Web
Access".

= Properties = [m] ®

RDSActor (UDS Collection)

Show Al
General = General
Parameters +
RemoteApp program name:
User Assignment  +
N RDSActor
File Type Associati... +
Alias:

RDSActor

RemoteApp program location:

c\Program Files\RDSActor\RDSActor.exe
Current icon: \‘

Show the RemateApp program in RD Web Access

Type the name of the folder in which you want this RemoteApp program to appear on the RD Web Access server. If you do net want the RemoteApp program to appear
in any folder, leave this field blank.

RemoteApp program folder:

ok | [ cencel || apply
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In the "Parameters" section select "Allow any command-line parameters".

[ Properties — [m] X

RDSActor (UDS Collection)

Show Al

General + Command-line Parameters
User Assignment  + ) Do not allow any command-line parameters

(N
File Type Associati [ atow any command-ine parsmeters
L. By allowing this RemoteApp program to run with any command-line parameter, your server may be vulnerable to malicious software.

O Always use the following command-line parameters

ol o= o |

Changes are applied and accepted. It is recommended to indicate a time to end the
sessions of disconnected users. In this way, you will release users and their licenses
when they disconnect from their virtual application. To do this, edit the properties of the
collection:

e Server Manager

Server Manager * Remote Desktop Services * Collections * UDS

PROPERTIES CONN
[ Overview D Properties of the collection w—lﬁ?’
i Servers Collection Type Session | Edit Properties
ii Collections Resources RemateApp Programs —
ii [ User Group VC\Domain Users Server |
e
@ v

In the “Session” section indicate a minimum time for “End a disconnected session”:

[ UDS Properties = [m| X

Session Collection

Show Al
General + Configure Session Settings
User Groups +

Set RD Session Host server timeout and reconnection settings for the session collection,

Security + End a disconnected session; s———— v
Load Balancing + . o

. . Active session limit: Never v
Client Settings +
User Profile Disks + Idle session limit: Mever v

Once all these steps have been completed, you will have a valid RDS server to connect
to the UDS server and be able to publish virtual applications for UDS Enterprise users.

UDS Enterprise © - Developed and supported by VirtualCable Page 20 of 33


http://www.udsenterprise.com/

Windows application virtualization with

UDS Enterprise 3.5

www.udsenterprise.com

UDS Enterprise Administration

Once completed all the previous steps, the integration with the application server will be
carried out for the publication of the desired application service.

Follow the next steps:

Go to our UDS Enterprise control panel.

¥ UuDS Client °Ahnul English udsadmin

B Dashboard
Filter C
¥ Downloads
5] Logout
Information

IPs Client IP ~

Transports UDS transports for this client ~

Networks UDS networks for this IP

RDS Server and UDS Enterprise connection

Access the services tab and create a new service provider:

! Service providers

AWS Platform Provider
A\ Azure Platform Provider

B HyperV LEGACY Platform Provider

OPea@d& N

m HyperV Platform Provider

< Nutanix Acropolis Platform Provider
Oy OpenGnsys Platform Provider

& OpenNebula Platform Provider

a OpenStack LEGACY Platform Provider
E OpenStack Platform Provider

/  Prism Central Platform Provider

3¢ Proxmox Platform Provider

] i
|.. RDS Platform Provider
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A service name will be given and the IP of our RDS server.

New provider
Main User mapping AD User management

Tags

Name *

RDS Windows

Discard & close “

NOTE: The same RDS service can have several IPs that connect different existing
RDS servers, thus achieving high availability of the applications. In addition, when
indicating several IPs you must mark the "Server Checking" check.

When the login in UDS Enterprise is done through a user who is not in the Active
Directory (AD), you must define the following options in the "User mapping" tab:

= “Yes”: Indicates that specific users (indicated in the “Users” section) will be
used to access the applications.

= "No": You will use the user of the UDS Enterprise login portal to access the
applications (in this case, you must be an AD user).

= “Users”: Only applies if "User mapping™ is "Yes". They will be mapping users
belonging to an Active Directory that will be able to log in to the RDS application
servers and that will be used by UDS Enterprise only to execute an application
session.

= “User's password”: Password of all the users indicated in the previous section.
All mapping users need to have the same password.

Edit provider

Main User mapping AD User management

User mapping

O ves

Users

user01@vdi.local, user02@vdi.local, user03@vdi.local, user04@vdi.local, usero5@vdi.local, (15 more

User's password

............ o

Discard & close m
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You can also use the “AD User Management”.

NOTE: Only enable “User auto creation on AD” in case you need to specify users
from an AD domain. These users will be automatically created by UDS.

User auto creation on AD: “Yes” Indicates that specific users auto-created by UDS in
an AD will be used to access the applications. “No” will use the user of the UDS login
portal to access the applications (in this case it must be an AD user).

AD Server: IP or name of the Active Directory server where the new users will be
created (the server must have the connection via LDAPS enabled).

Port: Port used in the connection.

AD server OU for created users: Organizational unit where the new users will be
created

Username: Domain user with permissions to create and delete users. In format:
user@domain.xxx

Password: Password of the indicated user.

Prefix for created users: Prefix that will be added to the name of the user created in
the AD. The final name of the created user will be : prefix+prefix_user

NOTE: Only one of the two methods can be activated for user mapping “User
mapping” or “User auto creation on AD”.

New provider

Main User mapping AD User management

@ ves

AD Se
192.168.11.99
Port
636

AD server OU for created users

0U=UDS Users,DC=vc,DC=local

administrator@vc.local

Passworg

Prefix for created users
UDS_

AD Domain

ve.local

AD G
ups

Discard & close ﬂ
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Once you have created your service provider, within it the base application to be served
will be defined. (In this example the Windows calculator has been chosen).

A name and the execution path of the application will be entered:

New service

Summary Services

Windows Calc

oI Services of RDS Server

C:\Windows\system32\win32calc.exe
m / : |- fenlest e

|== RDS Platform RemoteAPPl

oD®eamE

=- RDS Platform Session

Discard & close m

Additionally, other parameters can be defined if desired:

= Application Parameters: You can pass parameters to any application in this
field to customize its execution.

= Start Path: Path where the application will be executed.

= Max. Allowed services: Maximum number of application sessions:
(0 = unlimited).
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Authentication method

The way in which users will access the UDS Enterprise environment will be created and
configured.

This step will be carried out in the "authenticators™ tab, being able to choose between
the following authentication systems:

— Authenticators

= W active Directory Authenticator
A\ Azure AD Authenticator

488 P Authenticator

Dheo@FEN

r!:n Internal Database

@ Radius Authenticator

s Regex LDAP Authenticator
[&) samL Authenticator

s SimpleLDAP (DEPRECATED)

m eDirectory Authenticator

NOTE: You must take into account the way in which your users will login to UDS
Enterprise, since in this case if the users who access UDS Enterprise do not do
so through the AD to which the RDS server belongs, you must indicate in the
service the mapping of users so that they are those with which the application is
accessed.

In this example, an Active Directory-based authentication system will be used.

For more information on how to register an authentication system, you can consult the
UDS Enterprise 3.5 Installation, Administration and User Manual
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OS Manager

Within the “OS Manager” tab, clicking on “New” will select “RDS OS Manager”.

Choose a name for the OS Manager:

T s
New OS Manager
Tags

0S Managers

Name *

RDS 0S Windows

Comments

/\ Linux 0S Manager

A Linux Random Password 0OS Manager

Max. session time *
W pns 0S Manager
= 24

=- Windows Basic 0S Manager

Dmemosn

=- Windows Domain OS Manager

=- Windows Random Password 0S Manager Discard & close SEe

NOTE: In an "RDS OS Manager" the minimum parameters to configure are:

= Name: Name of the "OS Manager".
= Max. 26 session time: Maximum time that the session of an application

registered in UDS Enterprise will remain. Expressed in hours (0 =
unlimited).
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Transport

The way users will connect to your virtual application service will be created and
configured.

In the tab "Connectivity > Transport™, click on "New".
The appropriate transport will be configured for each case:

Tunnel connection
(WAN or HTML5)

Direct Connection (LAN)

* Edit 2 Pe
_B - R s
» | £ NicEDCV |Tunneled|> B Hmusrop

i HTMLS RDS for vA
Tunneled » m NoMachine Protocol |_E orv. DPSl
Priority
f NICE DCV
B™ roP - .
Priority | [ 0 . m NoMachine Protocol
| RDS for vApps é] PColP Cloud Access
0 . & SPICE O 1 g Rop
(@ URL Launcher 0 ! B RDS for vApps
. . # SPICE
O K xeco
[ _ i
O 1 K xeco
New Transport
< Main Credentials Parameters o » -
Tags
MName *
RDS Windows

In this example, it will be used the direct transport "RDS for vAPPs"

For more information on how to create a transport for RDS applications, you can refer to
the UDS Enterprise 3.5 Installation, Administration and User Manual
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Service Pool

Once you have completed the previous steps and you have all the necessary elements
available, you can configure the Service Pool.

In the tab "Pools> Pool of service", you will click on "New".

\‘ ups
E
L
(&)
e Name 4 Staty
Eﬁ |:| - consola javi Act
1 @ consols victor A

A descriptive name will be entered for the application to be published, the base service
and its OS Manager.

New service Pool
Main Display Advanced Availability

Tags

Name

Windows Calc

RDS Windows\Windows Calc -

0S Manager
RDS 0S Windows -

Publish on creation

Discard & close m

 ws
= Service Pools
a Filter
m 2 Edit 2 Permissions 1 Export B Delete
L
E Mame Status User services In Preparation Usage Visible Shows transports
. w2 E® inGows Cale Active 0 0 0% yes yes
mm W c Activ ; y y
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Once the service is created, enter it to assign the transport:

&~ » Windows Calc

Summary Assigned services Groups Transports

»* Assigned transports

New transport for Windows Calc

Transport
RDS Windows -

The user groups that you want to access this service will also be added:

$ uws
& » Windows Calc
L
i Summary Assigned services Groups
(6
Assigned groups

L

]

i Mame

9 [] ups@Ab

=3 [ ve@dbintema

For more information on how to create a service pool for RDS applications, you can
consult the UDS Enterprise 3.5 Installation, Administration and User Manual
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Access to Windows applications

Once all the previous configuration is finished, access the service. This access can be
done from Windows OS (server and desktop) and from Linux OS.

Access the UDS Enterprise login portal and validate ourselves with a previously
configured user belonging to AD.

In the user services window, you will be able to see the available service:

N
% Windows Apps

Ae

After Effects Calculator

Enter the Windows calculator service by clicking on the application. It is necessary to
have previously installed the UDS Client:

Launching service

Please wait until the service is launched.

Remember that you will need the UDS client on your platform to
access the service.

Close (4 seconds)

ﬁ Windows Apps
[ caleul.. — *

View Edit Help

|é| ‘é| |é| |£| |é| Calculator
L« s Lo Nt
L1 ]2 ][ Jfesd ‘

o 1 -
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Different methods of accessing a VApp service

One or more access modes (transports) can be assigned to the same vApp service,
depending on our needs:

Direct (LAN)

= RDS

\ ubs

\‘ General

Conexiones » == RDS (Directo)

== RDS (Tunnel)

E RDS Tunnel

;Abrir UDS Enterprise ...for UDS Broker? =
sAbrir nterprise ...for roker J Calaul. — %

http://192.168.1.20 quiere abrir esta aplicacion. View Edit Help

Abrir UDS Enterprise Client Connector for UDS Broker

Lanzador de servicio

Espere hasta que se inicie el servicio.

Recuerda que necesitaras el cliente UDS en tu
plataforma para acceder al servicio.

Cerrar (5 segundos)

NOTE: This type of connection requires having the UDS Client previously
installed on the connection client computer. It will be necessary to have, in the
connection client, a Windows or Linux OS
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Tunneling (LAN and WAN)

= RDS (Tunnel)

\‘ General

Conexiones » == RDS (Directo)

== RDS (Tunnel)

E RDS Tunnel

o caleul..  — X
View Edit Help

NOTE: The connection will be made in the same way as the direct one (it also
requires having the UDS Client installed), but it will be made through the tunnel
server, offering the possibility of connecting through the WAN. It will be
necessary to have, in the connection client, a Windows or Linux OS.
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= HTML5 RDS for vApps

\‘ General

Conexiones » == RDS (Directo)

== RDS (Tunnel)

B RDS Tunnel

¥ Uds X % UDS Remote Connection

(& A No es seguro | 192.168.1.82

J Calcul... —
View Edit Help

NOTE: The HTMLS5 connection type for vApps does NOT require the UDS Client.
Furthermore, it can be used in both LAN and WAN connections. The accesses
can be made from any OS with a current browser.
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About Virtual Cable

Virtual Cable sells UDS Enterprise through a subscription model according to the number
of users, including support and updates.

In addition, Virtual Cable offers professional services to install and configure UDS
Enterprise and other virtualization technologies.

For more information visit www.udsenterprise.com or email us at info @ udsenterprise.
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