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How to change passwords for AD users

Introduction

This document guides the administrators of a VDI environment with UDS Enterprise through the
implementation of an alternative method to allow changing passwords to users belonging to a
Microsoft “Active Directory” (AD) authenticator.

The procedure will require a new virtual machine (provided by the UDS Enterprise team in Virtual
Appliance format). It will be necessary to import it to the virtual platform used.

This method, in addition to allowing the modification of a user’s password at any time, may also be
used to indicate a new password to users who, due to security policies, need to change it because
of the expiration of the current one.

The main requirements to change a user’s password are:

= Resources for the Virtual Appliance: 2 vCPU, 1024 MB of vRAM and 4 GB of disk space.

= “Active Directory” server configuration: It is necessary that the communication between UDS
Server and the Ad Server is performed via LDAPS (LDAP over SSL).

= Credentials: A user with permissions will be required to modify the credentials of the users (it
is not necessary to use an administrator user, the delegation of permissions can be used).
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Import and configure the Virtual Appliance

The first task that you will perform in order to enable the change of passwords of users of an
“Active Directory” directly from the UDS Enterprise VDI environment will be to import a server in
Virtual Appliance format.

This VM is available for download in OVA format in the following repository:

http://images.udsenterprise.com/files/AD-Password-Changer/

NOTE: If you need to have this server in another format, it is recommended to decompress the
*.ova file and extract the *.vmdk disk, which can be converted to other formats (.vhd, .qcow2, etc...)
with tools such as gemu-img, StarWind, etc...

Debian GHUsLinux 11 uds ttyl

Hint: Mum Lock an

uds login: _

Login to the machine with the following credentials:

= User: root
=  Password: uds
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is provided

, then

# 5et the timezone: use

You will n y action h as ch ~ds, enabling firewall, etc...) in ord
er to

Once the session is started, you will be able to see different notes to help with the configuration of
this machine:

* You can change the name (Hostname) of the machine with the command:
hostname set-hostname --static YOUR_SERVER

» Change the keyboard layout with the command:
dpkg-reconfigure keyboard-configuration

* Change the time zone with the command:
dpkg-reconfigure tzdata

The network configuration of the machine is configured via DHCP by default, so you must indicate a
static IP address. In order to do this, edit the file and indicate a static IP
address:
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GHU nano 3.2 Jetcsnetworksinterfaces

source Jetc/networksinterfac

Once you have the new server with IP connectivity, configure the script responsible for connecting
to the AD server to modify the password of the users.

Edit the file and indicate the following data:

GMNU nano 5.4 settings.p

ord will not wark

= AD_Server: IP address or name of the AD Server (for proper operation, the SSL connection
must be enabled on the server).

= AD_BASEDN: Indicate the DN BASE in this format: dc=xxx,dc=xxx

=  AD_USER: User with permissions that will be used to change the password (it does not
need to be an administrator user; delegated permissions can be used).



How to change passwords for AD users

= AD_PASSWORD: Password of the user “AD_USER”.

=  UDS Broker: IP address of the UDS Server where the user will be redirected.

Once all the data necessary for integration with AD are configured, save the changes and publish
access to this server in the UDS login portal to allow users to change credentials.

Note: For security reasons, it is recommended to change the “Secret_key” that appears by
default on the machine.
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Publish access to the credential change server

Once the new AD user credential change server is configured, you must make it accessible from the
UDS login portal. To perform this task, you can modify the UDS login page itself by modifying the
HTML code of the page or use the advanced configuration parameter “Site information”.

The following examples shows how to add access to the credential change server from “Site
information” parameter:

Access the dashboard of UDS (with user with administration permissions), Tools — Configuration
— Custom - Site information:

' ups English «
~» UDS Configuration
a Admin
L
& &
E Logo name
ups
(L]
’ Min. Services to show filter
8
Show Filter on Top
' » no
? Site copyright info
© Virtual Cable S.L.U.
Site copyright link
https://www.udsenterprise.com
Site information
i
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In this field you add, for example, the following data:

<div align="center"><a href="https://192.168.0.9" target="_blank”>Password change AD
Users</a></div>

Site information

<div align="center"><a href="https://192.168.0.9"
target="_blank">Password change AD Users</a></div>

NOTE: You will have to indicate the IP address or name of the credential change server and a
descriptive text for the link.

Save the changes and reboot the UDS Server, now on our login page you will have access to this
server:

¥ UDS Client °Abuu‘l English +

UDS Enterprise

Username *

Password

Authenticator

AD v

Login

Password change AD Users
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When accessing the server, a new window will appear allowing you to change the user’s password:

Password update

AD User{user@darm ainsoes)

user@domainioo

Current password

Current password

Mew password

Mewy password

Fepeat new password

Fepeat new password

Update
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Once modified, the system will indicate if the change has been made correctly and you can close

the window:

Updated password

Your password was updated successfully,

Yol can now close this window,

User with permissions to modify credentials

As indicated above, it is not necessary to use an administrator user in the password change

machine, you can use a user with delegated permissions.

To do this, select the organizational unit (OU) where the users will be allowed to modify their

password and select “Delegate Control”.

b (] UDS 5, 5che
[ Users & __Wi

b [E] v Delegate Contral...

b [ NT Find..

B[] TP

Puloaas
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Indicate the user that will be allowed to modify the passwords (and that you have previously entered
in the password change machine):

Users or Groups
Select one or more users or groups to whom you want to delegate contral.

Selected users and groups:
& changepass (changepass@vdilocal)

<Back || Ned> | | Camel | @ Heb
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Tasks to Delegate

You can select common tasks or customize your own.

(®) Delegate the following comman tasks: L dhr:i:::tZi:I.l..
[[] Create, delete, and manage user accounts | Gnsiand e

[+] Feset user pasewords and force password change at next logon
he [] Read all user information

[] Create, delete and manage groups

[] Modify the membership of a group

[] Create. delete, and manage inetOrgPerson accounts | this group c..
[ ] Reset inetOrgPerson passwords and force password change at next lg this group ...

[<] m HE |this group ...

|isers

pdministrato...
() Create a custom task to delegate this group ...
sdministrato...

[sertorun V...

punt for ad..,

punt for gue...

WE

& jgonzalez

And finish the wizard.
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Redirect on expired Parameter

From version 3.6 of UDS Enterprise it will be possible to redirect the user directly to a specific URL if
it is detected that their password is expired.
Editing an Active Directory authenticator, in the advanced section:

Editar Autentificador

Principal Credenciales Avanzado MFA Visualiz

Reemplazar Base

Si no esta vacio, reemplazara la base de bisqueda con este valor (formato: de=..., de=...)

Dominio predeterminado

Dominio utilizado para usuarios sin dominio (si esta vacio, utilizara el dominio del usuario) si el modo ¢

servidores de respaldo

Lista de resolucion del host

Ignorar dominios

Si no esta vacio, esta lista de dominios se ignorara al buscar usuarios. Valores Separados por Comas.

Redirigir al caducar
Si no esta vacia y la contrasefia del usuario ha caducado, sera redirigido automaticamente a esta URL

Tiempo de espera *

10

Verificar SSL
B No

Thanks to this parameter we will be able to redirect directly to our password change server or any
other dedicated server.
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About Virtual Cable

Virtual Cable is a company specialized in the digital transformation of the workplace. The
company develops, supports and markets UDS Enterprise. Its team of experts has designed VDI
solutions tailored to each sector to provide a unique user experience fully adapted to the needs
of each user profile. Virtual Cable's professionals have more than 30 years of experience in IT
and software development and more than 15 years in virtualization technologies. Every day,
millions of Windows and Linux virtual desktops are deployed with UDS Enterprise around
the world.
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