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L
E How to change passwords for AD Users

Introduction

This document guides the administrators of a VDI environment with UDS Enterprise through the
implementation of an alternative method to allow changing passwords to users belonging to a
Microsoft “Active Directory” (AD) authenticator.

The procedure will require a new virtual machine (provided by the UDS Enterprise team in Virtual
Appliance format). It will be necessary to import it to the virtual platform used.

This method, in addition to allowing the modification of a user’s password at any time, may also be
used to indicate a new password to users who, due to security policies, need to change it because
of the expiration of the current one.

The main requirements to change a user’s password are:

= Resources for the Virtual Appliance: 2 vCPU, 1024 MB of vRAM and 4 GB of disk space.

= “Active Directory” server configuration: It is necessary that the communication between UDS
Server and the Ad Server is performed via LDAPS (LDAP over SSL).

= Credentials: A user with permissions will be required to modify the credentials of the users (it
is not necessary to use an administrator user, the delegation of permissions can be used).
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Import and configure the Virtual Appliance

The first task that you will perform in order to enable the change of passwords of users of an
“Active Directory” directly from the UDS Enterprise VDI environment will be to import a server in
Virtual Appliance format.

This VM is available for download in OVA format in the following repository:

http://images.udsenterprise.com/files/AD-Password-Changer/

NOTE: If you need to have this server in another format, it is recommended to decompress the
*.ova file and extract the *.vmdk disk, which can be converted to other formats (.vhd, .qcow2, etc...)
with tools such as gemu-img, StarWind, etc...

Debian GHUsLinux 11 uds ttyl

Hint: Mum Lock an

uds login: _

Login to the machine with the following credentials:

= User: root
=  Password: uds
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t the timezone: u

You will r 3 ~ty acti h as changing ds, enashling firewall, etc...) in ord
er to |

Once the session is started, you will be able to see different notes to help with the configuration of
this machine:

* You can change the name (Hostname) of the machine with the command:
hostname set-hostname --static YOUR_SERVER

» Change the keyboard layout with the command:
dpkg-reconfigure keyboard-configuration

* Change the time zone with the command:
dpkg-reconfigure tzdata

The network configuration of the machine is configured via DHCP by default, so you must indicate a
static IP address. In order to do this, edit the file and indicate a static IP
address:
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GMU nang 3.2 setc/networksinterfaces

---- set o/ interfai

Once you have the new server with IP connectivity, configure the script responsible for connecting
to the AD server to modify the password of the users.

Edit the file and indicate the following data:

GMU nano 5.4 settings.p

cha ] ord will not wark

inistrator user

"KNeL bHG
'h

er URL

= AD_Server: IP address or name of the AD Server (for proper operation, the SSL connection
must be enabled on the server).

= AD_BASEDN: Indicate the DN BASE in this format: dc=xxx,dc=xxx

= AD_USER: User with permissions that will be used to change the password (it does not
need to be an administrator user; delegated permissions can be used).

= AD PASSWORD: Password of the user “AD_USER”.

= UDS Broker: IP address of the UDS Server where the user will be redirected.

Once all the data necessary for integration with AD are configured, save the changes and publish
access to this server in the UDS login portal to allow users to change credentials.

Note: For security reasons, it is recommended to change the “Secret_key” that appears by
default on the machine.



L
E How to change passwords for AD Users

Publish access to the credential change server

Once the new AD user credential change server is configured, you must make it accessible from the
UDS login portal. To perform this task, you can modify the UDS login page itself by modifying the
HTML code of the page or use the advanced configuration parameter “Site information”.

The following examples shows how to add access to the credential change server from “Site
information” parameter:

Access the dashboard of UDS (with user with administration permissions), Tools — Configuration
— Custom - Site information:

{*) uDs Configuration

ubs Security Admin Custom

I— site information

<br> P

(— Site name

Access to UDS Online Demo

In this field you add, for example, the following data:
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<div align="center"><a href="https.//192.168.0.9" target="_blank”>Password change AD
Users</a></div>

Site information
<div align="center"><a href="https://192.168.0.9" target="_blank">Password change AD Users</a>
</div>

-

NOTE: You will have to indicate the IP address or name of the credential change server and a
descriptive text for the link.

Save the changes and reboot the UDS Server, now on our login page you will have access to this
server:

When accessing the server, a new window will appear allowing you to change the user’s password:

Access to UDS Online Demo

Username*

Password

Login

Password change AD Users
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Password update

AD User{user@dom ain o)

user@domainioo

Current password

Current password

Mew password

Mewy password

Fepeat new password

Repeat new password

Update

Once modified, the system will indicate if the change has been made correctly and you can close
the window:

Updated password

Your password was updated successfully,

You can now close this window,

Page 8 of 12




L
E How to change passwords for AD Users

User with permissions to modify credentials

As indicated above, it is not necessary to use an administrator user in the password change
machine, you can use a user with delegated permissions.

To do this, select the organizational unit (OU) where the users will be allowed to modify their
password and select “Delegate Control”.

I+ I'J:I“ e 5, 5che
=] Usersl LS
b [E v Delegate Contral...

B NT ' Find...
] TP

| Blass

Indicate the user that will be allowed to modify the passwords (and that you have previously entered
in the password change machine):

Users or Groups <
Select one or mare users or groups to whom you want to delegate control.

Selected users and groups:
& changepass (changepass@vdi local)
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¥

Tasks to Delegate
You can select common tasks or customize your own.

he

(®) Delegate the following common tasks:

[] Create, delete, and manage user accounts

[#] Reset user passwords and force password change at next logon

[ Read all user information

[] Create, delete and manage groups

[ Modify the membership of a group

[] Create, delete, and manage inetOrgPerson accounts

[ Reset inetOrgPerson passwords and force password change at next Ic ¥

| <] m

>

() Create a custom task to delegate

[ <Back |

%, Javi

&jgonzalez

fontrollers .

this group c...

punt for ad...

this group ...

punt for gue...

And finish the wizard.
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Redirect on expired Parameter

From version 3.6 of UDS Enterprise it will be possible to redirect the user directly to a specific URL if
it is detected that their password is expired.

Editing an Active Directory authenticator, in the advanced section:

Edit Authenticator

Credentials Advanced

T Redirect On Expired
If not empty, if user password is expired, will be automatically redirected to this URL

— Network Filtering

No filtering

— MNetworks

Networks associated. If No network selected, will mean "all networks" -

Thanks to this parameter we will be able to redirect directly to our password change server or any
other dedicated server.
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THE SMART DIGITAL WORKPLACE SOLUTION BY VIRTUAL
CABLE

About UDS Enterprise

UDS Enterprise is a new software concept for creating a fully customized workplace
virtualization platform. It provides secure 24x7 access from any location and device to all
applications and software of an organization or educational center.

It allows you to combine Windows and Linux desktop and application virtualization in a single
console, as well as remote access to Windows, Linux and macOS computers. Its Open Source
base guarantees compatibility with any third-party technology. It can be deployed on-
premises, in a public, private, hybrid or multicloud. You can even combine several environments
at the same time and perform automatic and intelligent overflows to optimize performance
and efficiency. All with a single subscription.

About Virtual Cable

Virtual Cable is a company specialized in the digital transformation of the workplace. The
company develops, supports and markets UDS Enterprise. It has recently been recognized as an
IDC Innovator in Virtual Client Computing worldwide. Its team of experts has designed smart
digital workplace solutions (VDI, vApp and remote access to physical computers) tailored
to each sector to provide a unique user experience fully adapted to the needs of each user
profile. Virtual Cable professionals have more than 30 years of experience in IT and software
development and more than 15 years in virtualization technologies. Everyday millions of
Windows and Linux virtual desktops are deployed with UDS Enterprise around the world.
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