


Index

INTRODUCGTION L..eiitttt ettt ettt e esiitee e s sttt ee s sttt e e ssabaeeessbsaeessssbtaeesssssaaeesssssaeesssssaeeesssssaeesssssnessnsssnees 2
REQUITEA TEEIMIS ..ttt ettt st s e et e st e s be e sabeesbeesabeebaesabessbaessbeensaesasesn 3
1. Virtualization PlatfOrm..c...c e s s 3

2. LINUX OS TMAEE..c ittt sttt et e s e s s b e e st e e s et e e s eabeesanbeesenbeesaneee 3

3. X2GO PrOtOCOL. .ttt sttt ettt sar e e be e e ar e s 4

A UDS ACTON ettt ettt ettt ettt e bt e bt e e e bt e e e b b e e e b e e e e be e e e nbe e e eabeesbbeenane 4

5. MISCEIANEOUS ...ttt sttt sttt st bttt e s beebesanesbeens 4
Configuring the Linux Template and Connection CHENt ......ccoocvviiriiinienieeeeceeee e 5
T LINUX OS ettt ettt e s bt e s b e st e e s bt s e abe e et e s abe e s eab e snbee s 5

2. X2GO PrOtOCOI = SEIVEL ..ottt ettt sttt be e st e be e st 6

3. ACEON UDS €N LINUXuttttiiitiiiiieiniieeniie ettt sttt sttt siae e sbbe e st e s sbae e sabee s sabeessabeesnnbeesenbeesanne 8

4.  X2Go Protocol - ConNection ClENT ....c.ciievirierieieeieseereees et 10
SeIVICE PUBIICAtION ittt ettt et b et sbe e b 15
AcCCess tO LiNUX apPliCatioN SEIVICES ..ccuiiviiiiiirieciierie ettt st s sbe e saaesbeesanesnbeenes 29
VIRTUAL CABLE'S SMART DIGITAL WORKPLACE SOLUTION ....cuitiiiiiiieiiniiieee e esireee e siveee e 31
ADOUL UDS ENTOIPIISE .ttt ettt ettt ettt ettt et be e st e s bt e st e e s beesabe e bt e sabeenseesabeesaeesnseennes 31
ADOUL VIFTUAI CabI@ .ttt sb ettt sbe et s saeen 31

Page 1 of 31



Linux Application Virtualization

INTRODUCTION

The UDS Enterprise VDI and vApp connection broker allows the deployment and management
of virtualized Linux application sessions through the X2Go connection protocol. These
applications may be assigned to groups of users.

Access to Linux virtual application sessions can be done through Windows and Linux OS
connection clients.

Users will run the applications on independent Linux virtual machines autogenerated by UDS
Enterprise, based on a template machine (where the applications must be installed). If the same
user accesses several applications, all these applications will run on the same virtual desktop,
thus achieving a significant optimization of resources.

For the correct operation and integration of UDS Enterprise with X2Go, it is necessary to perform
a series of tasks that will be detailed in this document.
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Required Items

To configure the different elements that will make up the base machine (template) to be used
with UDS Enterprise to serve virtual applications, it is necessary:

1. Virtualization Platform

It is necessary to have a virtualization platform that integrates with UDS Enterprise so that the
connection broker can deploy auto-generated virtual machines. These virtual machines will be
the ones that will run the applications for the different users.

The virtualization platforms supported by UDS Enterprise to be able to deploy Linux applications
are: Citrix XenSenver / XCP-ng, Microsoft Azure, Microsoft HyperV, oVirt/RHEV, VMware vSphere,
VMware vCloud, Nodeweaver, OpenNebula, OpenStack, etc...

The virtual platform must have sufficient resources (vCPU, vRAM, and disk) to be able to run the
Linux virtual desktops that will provide the virtual applications.

2. Linux OS Image
This VM will be the one that UDS will use as the base machine (template) to deploy the virtual
desktops on which users will run their virtual applications.

It is recommended to use an Ubuntu distribution as a template. In this example, we are going to
use a minimum image of Ubuntu 22.04, available from the official Ubuntu repository:
https://ubuntu.com/download/desktop

Ubuntu 22.04.1 LTS (Jammy Jellyfish)

Select an image

Ubuntu is distributed on two types of images described below.

i 64-bit PC (AMD64) desktop i
Desktop image it PC (AMDG64) desktop image

Choose this if you have a computer based on the AMD64 or
EM64T architecture (e.g., Athlon64, Opteron, EM64T Xeon, Core

The desktop image allows you to try Ubuntu without changing 2). Choose this if you are at all unsure.

your computer at all, and at your option to install it
permanently later. This type of image is what most people will
want to use. You will need at least 1024MiB of RAM to install
from this image.


https://ubuntu.com/download/desktop

Linux Application Virtualization

3. X2Go Protocol

The connection protocol that will allow access to Linux applications will be X2Go.

The UDS Enterprise team has created a script that automates and simplifies the entire X2Go
installation process. This script (we have generated one for the server part, which we installed in
the template, and another for the client part of Linux computers, which is installed in the
connection client) can be downloaded from this repository:

http://images.udsenterprise.com/files/X2G0O/

Index of /files/X2GO

Name Last modified Size Description

& Parent Directory, -
X2GO-clientsh 2017-09-25 17:22 627
X2GO-serversh 2017-09-25 17:22 689
ﬁ X2GOutargz  2017-09-29 09:44 17K

Apache/2.4.23 (Debian) Server at images.udsenterprise.com Port 443

4. UDS Actor

It is necessary to have the latest stable version of the UDS Actor to take care of the
reconfiguration of all the Linux virtual desktops automatically generated by the UDS Server. To
download the UDS Actor, it is necessary to validate yourself in the UDS login window with a user
with administrator permissions. Expand the user menu and access the downloads. In this
window you will download the Actor for Linux machines and specifically for Debian-based
distributions (.deb).

UDS Enterprise Demo Online ¥ UDS Client o About + English v jgomez
Downloads
m udsactor_4.0.0_all.deb m udsactor-4.0.0-1.noarch.rpm
4 4
UDS Actor for Debian, Ubuntuy, ... Linux machines UDS Actor for Centos, Fedora, RH, Suse, ... Linux
(Requires python >= 3.9) machines (Requires python >= 3.9)

5. Miscellaneous

It is necessary to have an Internet output on the template machine to be able to install both the
Ubuntu OS and the X2Go connection protocol. It will also be necessary to have a DHCP server
on the network where the virtual desktops are generated.


http://images.udsenterprise.com/files/X2GO/
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Configuring the Linux Template and Connection Client

Below are all the necessary tasks to be performed on both the Linux base machine (template)
and the connection client (computer that will access the Linux virtual applications).

1. Linux OS

You will start by creating the VM that is going to be used as a base machine (template). Once you
have downloaded the Ubuntu 22.04 image from the official repository indicated in the previous
section, you can proceed to install:

Install

Welcome

Asturianu
Bahasa Indonesia
Bosanski

Catala

Cestina

Dansk

Deutsch

Eest ———

Espafiol Try Ubuntu Install Ubuntu,

Esperanto
Euskara
You can try Ubuntu without making any changes to your computer, directly

Francats from this CD.

Gaeilge
Galego Or if you're ready, you can install Ubuntu alongside (or instead of ) your
Hivatski current operating system. This shouldn't take too long.

islenska

The installation will be carried out with the default values and indicating resources (disk, vRAM
and vCPUs) according to the requirements of the applications that will be installed on the
machine.

Once the OS installation is complete, it is important to install the virtual machine drivers
corresponding to the virtualization platform. In this example, the "open tools" will be installed,
since it will run on VMware vSphere virtual platform.

sudo apt-get install open-vm-tools
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It is also recommended to disable automatic updates and, if you need to update the OS, to do it
manually.

Software & Updates

Updates Authentication Additional Drivers
Snap package updates are checked routinely and installed automatically.
For other packages, subscribe to: | Allupdates
Automatically check for updates: | Never
When there are security updates: | Displayimmediately

When there are other updates: | Display weekly

Notify me of a new Ubuntu version: | Never

2. X2Go Protocol - Server
Before proceeding with the installation of X2Go, you will need to update our repositories:

sudo apt-get update

:~S sudo apt-get update

Once updated, X2Go (Server part) will be installed through the script provided by VirtualCable (it
is necessary to run the script with a graphical environment session running). The script will be
copied to our Xubuntu template:

wget http://images.udsenterprise.com/files/X2G0/X2GO-server.sh

-5 wget http://images.udsenterprise. c)mffllcwfxzcn/xzcn server.sh
--2023-02-09 09:38:17-- http://images.udsenterprise.com/files/X
Resolving images.udsenterprise.com (images.udsenterprise.com).
Connecting to images.udsenterprise.com (images. jsenterprise.com)| .165. 133 12% :86...
onnected.
HTTP request aent deltlng response... 301 Moved Permanently
Location: 8 terprise.com/files/X2G0/X2G0-server.sh [fc Il)wlng]

-2023-02- §9:38:17-- ://images.udsenterprise.com/files/X2GC - sh

, awaiting response... 200 OK
[text/x-sh]
‘X2C0-server.sh”’
X2G0-server.sh > 689 --.-KB/s

2023-02-09 09:38:17 (109 MB/s) - ‘X2GO-server.sh’ saved [689/689]

Y |

We locate where the file has been downloaded.

X2G0-server.sh

Page 6 of 31



http://images.udsenterprise.com/files/X2GO/X2GO-server.sh

Linux Application Virtualization

The file is executed:

Sudo sh /home/uds/X2GO-server.sh

: S sudo bash X2GO0-server.sh
curity.ubuntu.comf/ubuntu jammy-security I
//es.archive.ubuntu.comfubuntu jammy InR
://archive.ubuntu.com/ubuntu jammy InRele

curity.ubuntu.c ubuntu jammy-security/main i386
//es.archive.ubuntu.com/ubuntu jammy-updates InRe 2
://archive.ubuntu.com/ubuntu jammy-updates InRelease [119 kB]

[11

Once all the components are installed, you can proceed with the installation of X2Go on the

connecting client computer.
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3. Actor UDS en Linux
The UDS Actor for Debian-based distributions is downloaded.

\ UDS Enterprise Demo Online ¥ UDS Client ° About v English + jgomez
Downloads
i m udsactor_4.0.0_all.deb m udsactor-4.0.0-1.noarch.rpm
UDS Actor for Debian, Ubunty, ... Linux machines - UDS Actor for Centos, Fedora, RH, Suse, ... Linux
(Requires python >= 3.9) machines (Requires python >= 3.9)

For the installation of the UDS Actor it will be necessary to have version 3.9 or higher of Python.

3 S sudo apt install python3
Reading package lists... Done
Building dependency tree... Done
Reading state information... Done
python3 is already the newest version (3.10.6-1-~-22.04).

python3 set to manually installed.

The following packages were automatically installed and are no longer required:
libreoffice-ogltrans linux-headers-5.15.0-43 linux-headers-5.15.0-43-generic
linux-image-5.15.08-43-generic linux-modules-5.15.0-43-generic
linux-modules-extra-5.15.0-43-generic

Use 'sudo apt autoremove' to remove them.

@ upgraded, ® newly installed, @ to iemove and 245 not upgraded.

: s

-

The installation of the .deb package containing the UDS Actor is carried out:

: $ sudo dpkg -1 udsactor_4.0.0_all.deb
[sudo] password for uds:
(Reading database ... 213597 files and directories currently installed.)
reparing to unpack udsactor_4.8.0_all.deb ...
Inpacking udsactor (4.0.0) over (4.0.0) ...
Setting up udsactor (4.0.8) ...
rocessing triggers for mailcap (3.70+nmulubuntul) ...
rocessing triggers for gnome-menus (3.36.0-1lubuntu3) ...
rocessing triggers for desktop-file-utils (@.26-1ubuntu3) ...
5 5

-
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In the following window, the UDS Enterprise platform information will be requested:

UDS Actor Configuration Tool x UDS Actor Configuration Tool x

UDS Server | Advanced uos Server ST

sSL validation | Ignore certificate 55l Validation | Ignore certificate

UDS Server 192.168.0.6

UDS Server
Authenticator - - Authenticator |dbinterna
Username udsadmin

Username
Password Password |ototot.t.to.o.

In case you need to modify any parameter, you can do it from this window or also by editing the
file: /etc/udsactor/udsactor.cfg

UDS Registration

@ Registration with UDS completed.

oK

S sudo su
[sudo] password for uds:
root@vc-virtual-machine: /homefuds# wvi fetcfudsactor/udsactor.cfg

[uds]

host = 192.168.0.6

validate = no

type = managed

master_token = A2LXBxcq7LA33ReVhIP--PheFdbNrqtp6oHIsebr(QKgFEhI3
log_level = 2
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4. X2Go Protocol - Connection Client

LINUX

Now the client from which the connection is to be made will be prepared. This part will not be
done on the template. In the event of having a Linux connection client, we will have to update
the system:

sudo apt-get update

:S sudo apt-get update

Once updated, X2Go can be installed on the client through the script provided by VirtualCable (it
is necessary to run the script with a graphical environment session running). You will have to
copy the script in your Linux client:

wget http://images.udsenterprise.com/files/X2G0/X2GO-client.sh

1S wget http://images.udsenterprise.com/files/X2G0/X2G0-client.sh
--2023-02-09 09:49:02-- http://images.udsenterprise.com/files/X2G 2G0-client.sh
Resolving images.udsenterprise.com (images.udsenterprise.com)... 1 65.133.128
Connecting to images.udsenterprise.com (images.udsenterprise.com)|188.165.133.128]|:80...
ed.
HTTP request sent, awalting response... 301 Moved Permanently
Location: https://images.udsenterprise.com/files/X2G0/X2G0-client.sh [following]
--2023-02-09 09:49:02-- https://images.udsenterprise.com/files/X2G0/X2G0-client.sh
Connecting to images.udsenterprise.com (images.udsenterprise.com)|188.165.133.128]:443...
ted.
HTTP request sent, awaiting response... 200 OK
Length: 627 [text/x-sh]
Saving to: ‘X2GO-client.sh’

X2G0-client.sh 100%[ > 627 --.-KB/s

2023-02-89 09:49:02 (421 MB/s) - ‘X2G0-client.sh’ saved [627/627]

The script is located and executed:

:~$ sudo sh X2GO0-client.sh

[sudo] password for uds:
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WINDOWS

If you have a Windows client, you will have to download the X2GO client from the following link:
https://wiki.X2Go.org/doku.php

Login
Search
X2Go - everywhere@home a
Recent Changes Media Manager Sitemap
Trace: - newlox2go - news - x2golive - saimaa - sources - download - installation - x2goclient - start
start
4 Announcements / News
@ Documsristion X2Go - everywhere@home
= New to X2Go? Start here!
= Success Stories A : | | t “ t t I : ” tt t- I
+ Installing X2Go special welcome message to all potential commercial/institutional users
- Using X2Go of X2Go N
= Desktop Environment Gy
Compatibility Whether you're looking for an affordable Work From Home (WFH) solution, as part of your preparations for a
= Windows-Specific Release Notes second wave of Covid-19, or looking for a scalable Remote Desktop/Remote Application solution for your
= Participate in X2Go regular business operations:
= Who is who in X2Go
= Professional Support . X2Go is bolh free-as-in-beer and free-as-in-speech, so give it a try!
= Development Sponsoring o N N . .
« Frequently Asked Questions = No time- or feature-limited trial version, no restriction to personal/non-commercial use only, no need to submit
= HowTos personal information before the download starts, no annoying sales calls!
= Every download gets you the full version right from the start!
£ Download
= Getting X2Go
= X2Go Source Code
= X2Go Live (in prep)
. X2Go Saimaa (ESR) Get X2Go
-
CEREn = Installing X2Go (client/server)
= X2Go Gathering 2020 ; - IDﬂwn\ﬂaﬂ X2Go Client g@ Windows \nsta\lerl? and Later), & 0S X 10.9 and higher DMG, & OS X 10.11 and
= X2Go Gathering 2019 higher DMG or & macOS 10.13 and higher DMG)
= X2Go Gathering 2018 = Download X2Go Client nightly builds (% Windows (uniested)) (% OS X (untesied, dependencies possibly older))
= X2Ga Gathering 2017 = Download PyHoca-GU| (% Windows installer (XP and Later))
= ¥2GoGatherne2006 0 TP T s

After finishing the download, the X2Go client installer is executed, following the appropriate
steps for each situation:

You will have to accept the terms of the license of use by clicking on agreement:

x2goclient 4.1.2,

- Ed

License Agreement
Please review the license terms before installing x2godient 4.1.2,2-2020.02. 13, @
g

Press Page Down to see the rest of the agreement.

GML GEMERAL PUBLIC LICENSE A
Version 2, June 1991

Copyright (C) 1989, 1991 Free Software Foundation, Inc.

51 Franklin Street, Fifth Floor, Boston, MA 02110-1301, USA
Eweryone is permitted to copy and distribute verbatim copies
of this license document, but changing it is not allowed.

Preamble

_The_licenses_ for most ;oﬁware are designed to take away your W

If you accept the terms of the aareement, dick I Agree to continue. You must accept the
agreement to install x2godient 4. 1.2.2-2020.02. 13,

Mullsaft Install System w305

1 Agree || Cancel
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The components to be installed are selected. In this case, select the type of installation in "Full"

and click on "Next":

x2goclient 4.1.2.2-2020.02.13 — X
Choose Components @
=

Choose which features of x2godient 4.1.2,2-2020.02. 13 you want to install.
Check the components you want to install and uncheck the components you don't want to
install. Click Next to continue.

Select the type of install: Full -

Or, select the optional
components you wish to

Description
A build of X2Go Client
with console debugging

¥2Go Client (required,
Fonts

install: "
PUTTY Key Utilities output. Install and use
Desktop Shartout this if you are reporting
Debug Build a bug.

Space required: 105.3 MB

< >
Mullsoft Install System 3,05
| <Bak | Next> | | cancel |

The path in which you want the installation to be carried out will be selected and select "Next":

x2goclient 4.1.2.2-2020.02.13 —

Choose Install Location
Choose the folder in which to install x2godient 4.1,2,2-2020.02.13.

*

£

folder, dick Browse and select another folder. Click Next to continue.

Destination Folder

‘ C:\Program Files (x86)\x2godient

Setup will install x2godient 4. 1.2.2-2020.02.13 in the following folder. To install in a different

| Browse...

Space required: 105.3 MB
Space available: 366.7 GB

Hullsoft Install System w3,05

| <Back

| mvext> || cancel

Select the folder in the start menu where you want to install:

x2goclient 4,1.2.2-2020.02.13

Installing
Please wait while x2godient 4. 1.2, 2-2020.02. 13 is being installed.

&

Extract: startup.wav

After the installation is complete, it will indicate that it has been successful:

Page 12 of 31



x2goclient 4.1.2.2-202

Completing x2goclient
4.1.2.2-2020.02.13 Setup

x2godlient 4.1.2.2-2020.02. 13 has been installed on your
computer.

Click Finish to dose Setup.

< Back Cancel

Once the X2Go connection protocol has been installed in our connection client, it is advisable to
test that the connection can be made correctly. To do this, a remote connection will be made
from our client to the previously configured template.

# Preferencias de |a sesion - test ? x

Sesidn Conexidn Entrada/Salida Medios Carpetas compartidas

Nombre de |a sesidn: |best

m << cambiar icono
>

—

i [ [

Servidor

T W |
T |
Puerto 55H: [22 =
Usar claves RSA/DSA para la conexién ssh: | |

[] Intentar auto inicio de sesidén (a través del agente 55H o de la dave 55H por defecto)

[] Autenticacién Kerberos 5 (G55APT)
Delegacién de credendales GSSAFI al servidor

[] Usar servidor Proxy para |a conexidn S5H

Tipo de sesidn

[] Run in X2GokDrive (experimental)

|)<FCE - | Comando:

In the "Host" field, you enter the IP of the computer you want to connect to, in this case the
template.

In the "Login" field, enter the username. XFCE must be selected as the "Session type".
You proceed to the login page and enter the password.

If the connection is successfully established and the remote desktop is displayed, X2Go is
working properly so that applications can be virtualized.
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NOTE: On connection client computers, in addition to installing the X2Go client, it will also be
necessary to have the UDS client (UDS Plugin) installed. For more details on its installation,
review the guide: UDS Enterprise Installation, Administration and User Manual available in the
documentation section of the UDS Enterprise website.
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Service Publication

Once the Linux template has been prepared (installed the OS, applications to be virtualized,
X2Go protocol and UDS Actor) it will proceed to configure in UDS and create a new pool of
services based on this template.

In order to configure a pool of services and deploy Linux applications, the UDS control panel will
be accessed with an administrator user.

’ T . v English  ~ jgomg
=]
Dashboard
]
o
~,
[ o 237 total users - . 45 total pools 15 total services

77 total groups E 6 assigned

?0 o | 5 with services
(=]
-

The first step to be taken will be to register the base service created on the virtual platform. In
this example, it will be created in a VMware vSphere environment, so within the panel you will
access the Services side menu.

Summary
|L__E] Services « |

Authentication «

Os Managers
Connectivity

Pools

B E L0

Tools =

In this example, from the list of services that have been registered, vCenter will be selected,
which is where the Linux template is created (if you do not have a service provider registered,
you will have to add one).

;A Service providers

L_ﬁ m 2 Edit 2 Permissions Il Maintenance Ty Export CSV T pelete
) Filter
1-160f16

o ®
2
E.‘ Name Type Comments Status Services
Q

=) 0O 3¢ Proxmox Proxmox Platform Provider Active 13
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Select and in the Services tab click on the "New" button.

& CE] Proxmox

Summary

Cf Services of Proxmox

In the drop-down menu, the linked clone type is selected (which will help to make very fast

deployments and save resources).

Services

1, Export CSV B Delete

Cf Services of Proxmox

3¢ Proxmox Fixed Machines

|x Proxmox Linked Clone |

A pop-up window like the following will appear.

For this type of provider, you will have to assign an identifying name, the pool of resources where

they are going to be published and where the clones are going to be created.

New service: Proxmox Linked Clone

Main

Machine

Advanced

— Tags

Tags for this element

Name *

Name of this element

Comments

Pool

None

HA
Enabled

Discard & close

.

Edit service: Xubu 22.04 for Vapps Template

Main

Tags

Tags for this element

Machine

Advanced

Name *

Xubu 22.04 for Vapps Template

- Comments

Discard & close m
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In the "machine" tab you will select the Linux base machine (template) that has been created
previously (Ubuntu), the DNS name of the desktops, location and the length of the name. Once
all this information has been completed, "Save" is chosen.

Edit service: Xubu 22.04 for Vapps Template

Main Machine Advanced

— Base Name *

Xubu-vapps-

— Name Length *

3

— Base Machine *

proxmox\XUbu-vApps-Linux-Template (206) -

— Storage *

local (818.61 GB/-99.99 GB) (bound to proxmox) -

— GPU Availability *

Do not check -

Discard & close

The next step is to register the authenticator that we are going to use in UDS Enterprise. In the
case of not having an external one (AD, OpenLDAP, etc...), we can use the internal database
provided by UDS Enterprise. To do this, in the side menu we will select "Authenticators":

Summary

C services »

S Authentication «

L Authenticators

D Multi Factor

m Os Managers
Q

o Connectivity =

) Pools =
B Tools »

Page 17 of 31




Linux Application Virtualization

In our case, the internal database will be used. To register this database, click on the "new"
button and select "internal database".

2, Authenticators

=- Active Directory Authenticator

/% Entra ID Authenticator
&8 |P Authenticator

?« Internal Database

4@ OAuth2 Authenticator

@ Radius Authenticator

j Regex LDAP Authenticator
[) SAML Authenticator

§ simpleLDAP

m eDirectory Authenticator

The next window will open in which you will have to add an explanatory name to then identify it
on the platform, the priority of use and a tag name.

New Authenticator Edit Authenticator

Main Advanced Display MFA Main Advanced Display MFA

~ Tags ‘ — Tags

Tags for this element Tags for this element

Name *

Name of this element
Interna

Comments
Comments

Priority *

Name * ‘

1 — Priority *

— Label *

Label for this element ] — Label *
int ‘

Discard & close
Discard & close

The next step will be to add the user groups that will be able to use the resource. To do this, you

will have to select the database, scroll down in the window and access the "groups" tab.

The following window will open, in which the name of the group will be entered, click on the
drop-down drop-down leaving the status as active and it will be saved.



Summary Groups

& Groups of Interna

2 Edit 1} Export CSV B Delete

‘ 1-260f26
Meta group

New group

— Group name

— Comments

— State

Enabled

— Skip MFA

Disabled

— Service Pools

After creating the group, the users will have to be added. To do this, go to the "users" tab and

click on the "new" button.

&« Cﬂ Interna

Summary Users

& Current users

The following window will appear, in which the user's name and password will be entered. The
status will remain as an asset. For this example, you don't need to be a staff member or

administrator, so those buttons will be left as "No", and the previously created group will be
added. It is then saved.
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New user

— User name

userol

— Real name

— Comments

— State

Enabled -

— Role

User -

— Password

— MFA

— Groups

users -

The next step is to create the OS Manager. To do this, in the side menu you will choose "OS
Manager" and select the "new" button.

Summary

CE' Services - o OSManagers
—~ Authentication =

Name 1

Authenticators

o

o

H

Q Multi Factor
[

Os Managers

=

Q

Connectivity «

0

Tools -

[ Pools -
B
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In the drop-down menu, select "Linux OS Manager".

= 0S Managers
m 2 Edit 2 Permissions

{\ Linux Active Directory 0S Manager

{_\ Linux OS Manager

Linux Random Password OS Manager
2@ RDS OS Manager
& Windows Basic OS Manager
&® Windows Domain OS Manager

& Windows Random Password OS Manager

A descriptive name is entered and in the Advanced section under "Logout Action" "Delete service
(non-persistent desktops)" is selected. This option is recommended, since it allows that when a
user closes the application, the desktop on which the application is running is automatically
deleted (important for saving resources of the virtual platform). It is also possible to use

persistent desktops to deploy Linux applications.

New OS Manager

Main Advanced

— Tags ‘

Tags for this element

Name *
Linux VApps ‘

Comments

-1

Discard & close

New 0S Manager

Main Advanced
Logout Action
[ Remove service -

@ Calendar logout

Discard & close m

Max Idie time * ‘

The next step will be to create the transport. This element is very important, since this is where
we are going to tell UDS to use auto-generated virtual desktops, based on the Linux template
machine, to deploy Linux virtual applications. To create a new transport, the "Connectivity" tab
will be selected from the side menu.
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Linux Application Virtualization

In the transport section, the "new" button will be clicked.

Summary
:ﬁ Services w

2, Authentication v

m Os Managers

@ Transports

— Filter

D,:, Connectivity =

@3y Transports

@ Networks

% Tunnels
=) Pools ~
3 Tools »

In this configuration example, the "X2Go direct" transport is selected from the drop-down menu,
as it will only be used from the local network. In the event that the connection is made from
outside the local network, the X2Go tunneled protocol will have to be used.

@ Transports

/2 Edit 2 Permi

Direct » {~ NICE DCV

Tunneled » m NoMachine

Priority " RDP
0 ; == RDS for vApps
O : # SPICE
0 5 (3 URL Launcher
B X2Go
[l 2
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Linux Application Virtualization

The following window will appear, in which you will have to add the identifying name (it is
advisable to define the name of the application here, this name will be visible to the user only in
the case that several transports are defined on the same pool of resources) and if you want to

limit access. In this case, it will be left by default, so that it can be accessible from any device and
network.

Edit Transport

Main Credentials Parameters Advanced

— Tags

Tags for this element ‘

— Name *

X2G0O Writer

Comments

— Priority *
1

— Service Pools

Currently assigned services pools -

Discard & close m

The Credentials tab will indicate the user with whom the application will run. In this case the uds
user will be used (this user must exist in the Ubuntu template).

Edit Transport

LV ET Credentials

— Username

uds
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Linux Application Virtualization

In the "parameters" tab, you will have to select UDS vAPP from the drop-down menu and indicate
the complete path of the application (installed on the Linux template machine) that you want to
run.

Edit Transport

Main Credentials Parameters Advanced

— Screen size

Full Screen -

|- Desktop
UDS vAPP -

|- vapp

/usr/bin/libreoffice --writer

@ Enable sound

@  Redirect home folder
— Speed

WAN -

Discard & close m

Inthe "advanced" tab, you enter the keyboard language and in "quality" you can define the image

quality (0 - 9), being by default at 6. In addition, transport can be filtered by the networks that
are defined and by type of device.

Edit Transport

Main Credentials Parameters Advanced

— Sound

Pulse -

— Keyboard
es

— Pack

16m-jpeg

I Quality *
6

— Network Filtering

Allow selected networks -

— Networks

Lan -

— Allowed Devices

If empty, any kind of device compatible with this transport will be allowed. Else, only devices compatible with s... =

Discard & close m

Once this configuration is done, "save".



Linux Application Virtualization

NOTE: You can create as many transports as applications need to be published to users.

Finally, the service pool will have to be created. To do this, you will have to go to the side menu
in the "Service Pools" section.

5]

Summary

Services v
Authentication
0Os Managers

Connectivity =

Pools «

Service pools

Meta pools
Groups
Calendars

Accounting

PooeaglEdedrs

Tools + b]

"New" is selected:

New service Pool

Main Display Advanced Availability

Tags
(Tags for this element ‘

@] Service Pools

Linux Writter ‘

Short name

(Shon name for user service visualization ‘

o .
/ Edit
Comments
— Filter ;

Base service

[ Proxmox\Xubu 22.04 for Vapps Template - ‘

| 05 Manager
Linux 0S for VApps - ‘

@ Publish on creation

Discard & close m

The name of the service will be indicated (this name will be visible to the user and will help them
identify the service), the base service and the OS Manager (previously created) are selected.

Page 25 of 31




Linux Application Virtualization

In the "screen" tab you will indicate in which group of services it is going to be displayed and
which image the application is going to use (these elements are created in the "tools" section)
and in the "advanced" tab you will leave the default checks.

New service Pool

Main Display Advanced New service Pool
nViﬁib\e Main Display Advanced
— Associated Image

' ____ @  Allow removal by users
° Allow reset by users
— Pool group
e Ignores unused
O Default
@ show transports
Accounting
— Calendar access denied text (
Custom message to be shown to users if access is limited by calendar rules.
— Custom launch message text
Custom message to be shown to users, if active, when trying to start a service from this po

e Enable custom launch message

In the "availability" tab, you will have to indicate the number of services you want to have
available for the connection of users (it is advisable to have as many services, initial or cached,
as users are going to access the applications). Each user who connects will need a desktop and
all the applications that we have defined in the transports will run on that desktop.

New service Pool

Main Display Advanced Availability

— Initial available services

0

|- Services to keep in cach

3

— Services to keep in L2 cache

0

— Maximum number of services to provide

4

Discard & close m

Once this configuration is done, it is saved to begin the creation of the service publication and
the creation of the virtual desktops in which the virtual applications will be delivered.
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Service Pools

& Permissions

— Filter
vApps X 1-10f1 e
¥
User In
Name T Status ) . Usage Visible
services Preparation
6. vApps
X PP Active 1 0 0% yes
Linux

The next task will be to indicate which groups of users will access the virtual application service.
Within the service pool created, you will access the "groups" tab.

& 6. vApps Linux

Summary Assigned services Cache Groups

& Assigned groups

Name

B Delete

comments

"New" is chosen and the authenticator/group (previously created) is selected and saved.
& 6. VAppS Linux

New group for 6. vApps Linux

Summary

Assigned services Cache Groups

&, Assigned groups

— Authenticator

Interna

— Group

users

=)

14, Export CSV E Delete

Name

comments

B3 0

O

users@Interna

vc@Interna
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Linux Application Virtualization

Once the group has been added, click on the "Transports" tab and assign the X2Go transport
(where the route of the application to be virtualized has been defined) that has been previously
created by clicking on "new".

“— 6. vApps Linux

Summary Assigned services Cache Groups Transports

% Assigned transports

— Filter
m 14, Export CSV Bl Delete

Select the transport and click on "save". A single transport or more than one may be added per
service pool.

New transport for 6. vApps Linux

Transport
(}(2{30 Writer LAN -

@ Assigned transports

m 1, Export CSV B Delete

Priority Name

Il 1 X2GO Writer LAN

Before connecting to an application, it must be verified that the desktops autogenerated by UDS
have been configured correctly. To do this, it will be checked in the "Cache" tab that we have the
services in a valid state.
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6. vApps Linux

Summary Assigned services Cache Groups Transports Publications Scheduled actions Access calend
M Cached services
— Filter —— @™
G Logs 1‘; Export CSV B Delete ‘ 1-10f1
. . . i Cache i
Creation date Revision Unigue ID IP Friendly name State level Actor version
eve
O 03/13/202510:20 3 52:54:00:00:03:F2 192.168.14.104 xubu-vapps-003 Valid 1 4.0.0

Access to Linux application services

Once all these configurations have been made, verified that the Linux desktops have been
successfully auto generated and are in a valid state, users will be able to access the virtual
application service.

f;?& 7 Linux Apps

Linux RDS sesion

VvApps Linux Hecklon

When the user logs in (they must have the X2Go client installed and the UDS client, for both
Windows and Linux platforms), the following icon will appear on the taskbar:

And the app will open.
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@ Untitled 1 - LibreOffice Writer@xubun2008 - [m] x
File Edit View Insert Format Styles Table Form Tools Window Help x
z — T = = 7 o —
0-E5-s- 0@k £ "&- & - Qe 1 BBl A Q- AublwE @
i Defaultstyle = % A4 | Lberationse | v | 12 BJI U= AZ A, A A- P EEE=E=E ELE e B
6 You are running version 6.4 of LibreOffice for the first time. Do you want to learn what's new? Release Notes x ‘
= [t %] T 300014 T KT |;
=
@
Page 1 of 1 0 words, 0 characters Default Style English (USA) I/ = T oM | ————t ' 100%

In the event that you choose more than one application per service pool, you can select the
application you want to connect to by clicking on the gear in the image and click on the list on

the application you want to run:

vApps Linux
e —

= &%

Connections  » @ X2GO GIMP Tunnel

b | [‘ X2GO Writer Tunnel
) l'& X2GO Firefox Tunnel

Page 30 of 31



Linux Application Virtualization

VIRTUAL CABLE'S SMART DIGITAL WORKPLACE SOLUTION

About UDS Enterprise

UDS Enterprise is a new software concept to create a fully customized workplace
virtualization platform. It provides 24x7 secure access, from anywhere and on any device to
all the applications and software of an organization or educational center.

It allows virtualization of Windows and Linux desktops and applications in a single console,
as well as remote access to Windows, Linux and macOS computers. Its Open Source base
guarantees compatibility with any third-party technology. It can be deployed on-premise, in
public, private, hybrid or multicloud cloud. Even combine multiple environments at the same
time and perform automatic, intelligent overflows to optimize performance and efficiency. All
with a single subscription.

About Virtual Cable

Virtual Cable is a company specialized in the digital transformation of the workplace. The
company develops, supports and markets UDS Enterprise. It has recently been recognized as an
IDC Innovator in Virtual Client Computing worldwide Its team of experts has designed smart
digital workplace solutions (VDI, vApp and remote access to physical computers) tailored
to each sector to provide a unique user experience fully adapted to the needs of each user
profile. Virtual Cable's professionals have more than 30 years of experience in IT and software
development and more than 15 years in virtualization technologies. Every day, millions of
Windows and Linux virtual desktops are deployed with UDS Enterprise around the world.
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https://udsenterprise.com/
https://virtualcable.net/
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