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1.  ACCESS TO UDS ENTERPRISE ADMINISTRATION  

 
To access the UDS Enterprise administration we will need to have the "UDS Server" component 
installed and configured. Access will be through a web browser in a current version, with the main 
browsers being supported: Firefox, Chorme, Edge, Opera, Safari, etc... 
 
We must have a user with administration permissions registered in an authenticator or use the super-
user configured in the configuration wizard of the "UDS Server" component. This user will not be 
validated against any authenticator, being always available unless specifically disabled within the 
UDS advanced settings. 
 
To access the administration, we will first access the login portal by indicating the name or IP address 
of the "UDS Server" component using the format: 
 
https://name/IP_UDSServer 
 
Once in the login portal, we will indicate the credentials of a user with administrator permissions: 
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NOTE: If we make the first access after the installation of the UDS server, it will always be necessary 
to use the credentials of the super-user (indicated in the configuration wizard of the "UDS Server" 
component), since we will not yet have any authentication system configured in the environment. 
Once you have configured an authentication system and created a user with administration 
permissions, it is possible to disable this super-user if necessary. 
 
If we have indicated correct credentials, we will be allowed to access the user services portal (user 
mode) and also if we have administration permissions, in the user menu we will see access to the 
control panel to manage our UDS environment: 
 

 
Once inside the UDS control panel, we will be able to configure the different elements that will make 
up our UDS Enterprise environment in order to publish virtual desktops, virtual application sessions, 
virtual desktop sessions, remote access to static computers, etc... and make them available to our 
users so that they can be used by them. 
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The publications of the different services will be carried out through the "Service Pool" component, 
which will require the existence and configuration of certain elements that will be detailed in this guide. 
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2. SUMMARY 
 
In the extendable menu located on the left of the control panel, the first item will be "Summary", 
which will allow us to quickly visualize the general status of our UDS environment. 
 

 
 
En la parte superior tendremos inicialmente 3 apartados donde ver información básica de nuestro 
entorno: 
 

o  Users, groups, and serviced users : It will indicate the total sum of users, groups and 
users with services of all the authenticators registered in the system. By clicking on "View 
authenticators" we will go directly to the section: authenticators. 

 
o Service pools : Total number of service pools (of any type: VDI, vAPP, static, etc...)  existing 

in the environment. By clicking on "View service pools" we will go directly to the section: 
service pools. 

 
o  User Services : Total number of services (of any type: VDI, vAPP, static, etc...) and those 

assigned to users, regardless of whether they are in use "yes" or "no". By clicking on "View 
service pools" we will go directly to the section: service pools. 

 

 
 

In addition to these 3 sections, we will be able to view a fourth when there are pools of restricted 
services in the environment. A restricted service pool will indicate that a certain number of failures 
have occurred during a predefined period of time.  
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NOTE: When it is detected that there is a restricted service pool, it will be necessary to access it, 
open the logs of the failed services (to identify the problem) and try to solve the error. The number 
of errors and the time in which they have to occur for a service pool to enter restricted mode will be 
controlled by the variables "restrainTime" and "restrainCount" located in the advanced UDS 
parameters. 
 
At the bottom of the control panel we will see two graphs, with a history of 15 days, which will show 

us: 

o  Total services assigned to users of any type (VDI, vAPPs, static, etcé). 

 

o Total number of services assigned to users and that are in "yes" use of any type (VDI, 

vAPPs, static, etc...). 

 

 

 

The graphs will allow us to enlarge dates for a better visualization or even download it, using the 

tools in the upper right corner. 
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NOTE: These graphs are indicative, for a more accurate data collection it is recommended to use 

the default reports available or other real-time graph generation tools such as: Grafana, Zabbix, 

etcé  
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3. SERVICES 

 
The second element that we will have available in the administration of UDS will be "Services", which 
will allow us to register service providers and create groups of servers for some of them. 
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3.1  Service Providers  
 
A "Service Provider " is the entity in charge of offering services such as: virtual desktops hosted on 
a virtualization platform, desktop sessions, on-demand virtual application sessions, and access to 
specific physical/virtual machines by assigning their IP address or name. 
 
In order to build a "Service Pool " and be able to publish the different services supported by UDS, it 
is necessary to have created at least one "Service Providers ", being supported the use of multiple 
"Service Providers " simultaneously. 
 
Currently UDS supports the following "Service Providers" ò: 
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Safe Employment Procedure :  

Download and install the Service Provider's certificate from the broker in order to enable SSL 

communications between them. 

Many times a user with very special permissions is needed to interact with the service provider since 

they must be able to create, copy and delete services. 

Do not use the "Administrator" user of the Service Provider within UDS. Create specific users (on the 

platforms that allow it, with the right administration permissions), so that it is easy to identify the tasks 

performed by it. 

  



 

 

 
Page 13 of 381 

 

Administration Manual  UDS Enterprise 4.0 

3.1.1 VDI with VMware vSphere  

 
Deployment of self-generated virtual desktops by UDS or connection to existing machines, in a 
VMware vSphere virtualization infrastructure. 
 

3.1.1.1  VMware vCenter Platform Provider Registration 
 
Click on "New" and select "VMware vCenter Platform Provider ": 
 

 
 

In a "VMware vCenter Platform Provider " the parameters to be configured are: 

 
o Main: 

 
Name. Name to identify this provider 
 
Host.  Dirección IP o nombre del servidor vCenter 
 
Port  Communication Port with vCenter Server (default 443) 
 
Username.  Username with permissions for UDS integration with the provider. While it's a good idea 
to use a user with admin permissions (use a user created specifically for this purpose), you can also 
ask your support team for specific permissions to create a user with limited permissions. 
 
Password.  Password of the user used in the previous field 
 
Verify SSL.  If enabled, an SSL connection will be made to the vCenter server. It will be necessary to 
use the name of the server (in no case the IP address) and in addition the CA of the certificate used 
in the vCenter it will be necessary to import it to the UDS server so that it can be recognized by it. 
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o Advanced: 
 
Creation concurrency . Maximum number of concurrent desktop creation tasks, in the different 
service pools that use it, for this provider. 
 
Removal concurrency . Maximum number of concurrent desktop deletion tasks, in the different 
service pools that use it, for this provider. 
 
Timeout.  The "Timeout " time on the connection to vCenter. 
 
Macs range.  MAC address range used by UDS to assign to automatically created virtual desktops. 
The modification of the range is always allowed to higher values, which will be applied immediately, 
but if it is reduced, it will be necessary that there is no record and it will also be necessary to wait a 
reasonable time of at least 24 hours for the records to be released and the change to be applied (to 
reduce the range, the registration of a new provider is recommended). 
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By clicking on the "Test" button, we will check that the connection is correct. 
 
NOTE: To enable SSL verification with this provider, we will have to import the CA of the existing 
certificate in the vCenter, we can follow the following procedure: 
 
 
We must download the vCenter certificate to our UDS Server, for example, with the wget command 
as follows: 
 
wget -- no- check - certificate https:// nombre_servidor_vcenter /certs/download.zip  

 

 
 
Once downloaded, we extract its content: 
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The next step will be to copy the certificate for Linux computers (the one with the .0 extension) in 
the path: /usr/local/share/ca -certificates/ and we will also change the extension to .crt  
 

 
 
To finish the process, we will need to update the list of certificates and confirm that the new 
certificate has been added. We'll use the:  
update - ca - certificates  

 

 
 

Once the process is finished, the certificate will be added and we will be able to activate the check 
for SSL validation (we must always use the DNS name of the vCenter server in the "host" section 
since the certificate is always associated with a name and never with an IP address) 
 
Save the configuration and we will have a valid "Service Providers " to start registering base services 
of the VMware vSphere platform.  
 

 
 

 
NOTE: If we have several VMware vSphere platforms managed by different vCenter servers, 
we will be able to register all the " Service Providers " of the " VMware vCenter Platform 
Provider " type that we need . 
 
To modify a parameter in an existing "Service Providers ", select it and click on "Edit ". 
 
By clicking on the "Enter Maintenance Mode " button, you can pause all operations produced by the 
UDS server on a service provider. It is recommended to put a service provider in maintenance cases 
where communication with that service provider has been lost or a maintenance shutdown is planned. 
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Once the VMware vSphere platform is integrated into UDS, different types of base services can be 
created. To do this, we double-click on the service provider created or in the provider's menu we 
select "Detailò: 
 

 
 
We will have the following types of basic services: 
 
 

 

 

NOTE: To create the base services of type: "clone based ï Full" and "clone based ï Linked", 
we will need to have at least one network to connect virtual machines, a datastore where to 
store publications and desktops and a folder in the "VMs and Templates" view. If you do not 
have any of these elements, you will get the following error : 
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3.1.1.2 Configure "Clone based - Full service"ò 
 
This type of service will create, within the virtual infrastructure, complete virtual desktops independent 
of the active publication (its creation time and occupation on disk is much longer than those of the 
"Linked" type, its use is only recommended in very specific cases). 
 
To create base services of type "Clone based - Full " we access the "Service Providers ", select the 
"Services " tab, click on "New" and select "Clone based - Fullò. 
 

 
 
The minimum parameters to be configured in this type of service are: 
 

o Main: 
 
Name:  Name of the service. 
 
Datacenter : Datacenter in the VMware vSphere environment where the service is hosted. 
 
Resource Pool Clones : Pool of vCenter resources where publications and virtual desktops will be 
hosted (if there are no Pools in the VMware infrastructure, they will be created at the root). 
 
Pub. Datastores : Location where the service publication will be stored. 
You can select one, several or all of the available datastores. If you select several, the system will 
always locate the new publications in the datastore that has the freest space. 
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o Machine: 
 
Resource Pool:  Pool of vCenter resources where the template virtual machine (Gold Image) to be 
used by the service is located. 
 
Base Machine:  Template virtual machine (Gold Image) used by the UDS system for the deployment 
of virtual desktops. 
 
Memory : Amount of memory in Mb that will be allocated to the generated full Clones virtual desktops. 
 
Main Network : Communication network of the UDS actor with the UDS server. It will also define the 
network interface to be modified in the generated virtual desktops. 
 
Pub. Network : Network where virtual desktops will be connected. 
 
Clones Folder : Folder where new virtual desktops will be registered in the "VMs and Templates" view 
of vCenter. 
 
Datastores : Location where the generated virtual desktops will be stored. We can select one, several 
or all datastores. If you select several, the system will always place the new virtual desktops in the 
datastore that has the freest space. 
 
Base Name: Root of the name of all Full Clones virtual desktops to be deployed in this service. (e.g. 
Base Name= Win10-full-). 
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Name Length:  Number of digits of the counter attached to the root of the desktop name (e.g.: Name 
Length= 3. The final name of the generated desktops would be: Win10-full-000, Win10-full-001... 
Win10-full-999). 
 

 
 

 
o Advanced: 

 
 
Reserved Space:  When there is less free space in a datastore than indicated in this parameter (in 
GB), UDS will not use it to host publications or virtual desktops. 
 
Remove found duplicates : If this option is enabled (default), when UDS finds a virtual desktop with 
the same name (generated by UDS, but not registered) as the desktop it is about to create, it will 
delete it (it is recommended to use it to avoid "lost" VMs in the vCenter inventory).  
 
Keep on error:  When activated, the system ignores all errors in accessing the service, thus 
preventing desktop deletion. Very useful and recommended for use when using persistent machines, 
evitando que bajo prácticamente ninguna circunstancia el escritorio sea eliminado por el sistema 
(excepto si un administrador lo elimina manualmente). 
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Try SOFT Shutdown first:  When activated, the system will attempt to perform a "Soft" shutdown on 
the OS of the virtual desktop. It is necessary that the VMware tools are installed and running on the 
machine to be deleted, otherwise, after a period of time a forced shutdown will be performed. 
 
Put back to cache:  Parameter that defines whether machines will be returned to the cache, so that 
they can be used by another user, once they are freed: 
 

Á No. Never put it back to cache:  When a user logs out of the desktop and the machine is 
non-persistent, it will be destroyed and will NOT be returned to the cache to be reused by 
more users. 

 
Á Yes, try to put it back to cache: When a user logs out of the desktop and the machine is 

non-persistent, it will be returned IF it will be returned to the cache to be reused by more 
users. 

 

Service counting method:  Method that the system will use to count machines to comply with the 
parameter "maximum number of services to be provided" of a Service Pool: 
 

Á Standard:  This counting mode only takes into account the machines that are being 
created and during the process of creating and destroying machines, it is possible to 
exceed the value of the parameter "maximum number of services to be provided" of a 
Service Pool.  
 
For example, if a service pool, whose "maximum number of services to be provided" 
parameter is set to 5, we delete a service, there will be a time when that pool contains 6 
machines: 4 configured, 1 being created and 1 being deleted. 
 

Á Conservative:  This counting mode takes into account the machines that are being created 
and those that are being deleted, at no time will it be possible to exceed the value of the 
parameter "maximum number of services to be provided" of a Service Pool. 

 
For example, if a service pool, whose parameter of "maximum number of services to be 
provided" is set to 5, we delete a service, until that service is completely eliminated the 
system will not generate a new service, avoiding exceeding the value of 5 existing 
machines in the pool. 
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Save the configuration and we will have a valid "Clone based - Full " on the VMware vCenter platform. 
We will be able to register all the "Clone based - Full " services that we need. 
 

 
 
Once we have the entire UDS environment configured (Services, Authenticators, OS Managers and 
Transports) and created the first "Service Pool ", we will be able to observe on the vCenter server 
how the desktop deployments are carried out. 
 
The first task that vCenter will perform will be to generate a publication of the template (this machine 
will be generated every time we publish a service). It will be a clone of the template chosen when 
registering for the service, with a disk size and characteristics equal to said template. 
 
Once the process of creating the publication is finished (the system will name it as: "UDS-Pub-
Base_Name-date-vpublication_number") the virtual desktops are automatically created in vCenter, 
(the system names them as: "UDS service Base_Name+Name_Length") based on the cache 
parameters configured in the "Service Pools" ò.  
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NOTE: The disk space that the virtual desktops ("Full Clones ") will occupy will be the same as that 
of the template machine. 
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3.1.1.3  Configure service based on "Clone based - Linkedò 
 
This type of service will create, within the virtual infrastructure, virtual desktops in linked clone mode 
(differentials) dependent on active publishing (their creation time and occupation on disk is much less 
than those of the "Full" type, their use is recommended in most use cases). 
 
To create base services of type "Clone based - Linked " we access the "Service Providers ", select 
the "Services " tab, click on "New" and select "Clone based - Linked ". 
 

 

 
The minimum parameters to be configured in this type of service are: 
 

o Main: 
 
Name:  Name of the service. 
 
Datacenter : Datacenter in the VMware vSphere environment where the service is hosted. 
 
Resource Pool Clones : Pool of vCenter resources where publications and virtual desktops will be 
hosted (if there are no Pools in the VMware infrastructure, they will be created at the root). 
 
Pub. Datastores : Location where the service publication will be stored. 
We can select one, several or all of the available datastores. If you select several, the system will 
always locate the new publications in the datastore that has the most free space. 
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o Machine: 
 
Resource Pool:  Pool of vCenter resources where the template virtual machine (Gold Image) to be 
used by the service is located. 
 
Base Machine:  Template virtual machine (Gold Image) used by the UDS system for the deployment 
of virtual desktops. 
 
Memory : Amount of memory in Mb that will be allocated to the generated Linked Clone virtual 
desktops. 
 
Main Network : Communication network of the UDS actor with the UDS server. It will also define the 
network interface to be modified in the generated virtual desktops. 
 
Pub. Network : Network where virtual desktops will be connected. 
 
Clones Folder : Folder where new virtual desktops will be registered in the "VMs and Templates" view 
of vCenter. 
 
Datastores : Location where the generated virtual desktops will be stored. We can select one, several 
or all datastores. If you select several, the system will always place the new virtual desktops in the 
datastore that has the most free space. 
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Base Name : Root of the name of all Linked Clone virtual desktops to be deployed in this service. (ex: 
Base Name= Win10-). 

 

Name Length:  Number of digits of the counter attached to the root of the desktop name (e.g.: Name 
Length= 3. The final name of the generated desktops would be: Win10-000, Win10-001... Win10-
999). 

 
o Advanced: 

 
Reserved Space:  When there is less free space in a datastore than indicated in this parameter (in 
GB), UDS will not use it to host publications or virtual desktops. 
 
Remove found duplicates : If this option is enabled (default), when UDS finds a virtual desktop with 
the same name (generated by UDS, but not registered) as the desktop it is about to create, it will 
delete it (it is recommended to use it to avoid "lost" VMs in the vCenter inventory).  
 
Keep on error:  When activated, the system ignores all errors in accessing the service, thus 
preventing desktop deletion. Very useful and recommended for use when using persistent machines, 
preventing the desktop from being deleted by the system under virtually any circumstances (except if 
an administrator manually deletes it). 
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Try SOFT Shutdown first:  When activated, the system will attempt to perform a "Soft" shutdown on 
the OS of the virtual desktop. It is necessary that the VMware tools are installed and running on the 
machine to be deleted, otherwise, after a period of time a forced shutdown will be performed. 
 
Put back to cache:  A parameter that defines whether machines will be returned to the cache, so that 
they can be used by another user, once they are released: 
 

Á No. Never put it back to cache:  When a user logs out of the desktop and the machine is 
non-persistent, it will be destroyed and will NOT be returned to the cache to be reused by 
more users. 

 
Á Yes, try to put it back to cache: When a user logs out of the desktop and the machine is 

non-persistent, it will be returned IF it will be returned to the cache to be reused by more 
users. 

 

Service counting method:  Method that the system will use to perform the machine count to comply 
with the parameter "maximum number of services to be provided" of a Service Pool: 
 
Á Standard:  This counting mode only takes into account the machines that are being created 

and during the process of creating and destroying machines, it is possible to exceed the value 
of the parameter "maximum number of services to be provided" of a Service Pool.  

 
For example, if a service pool, whose "maximum number of services to be provided" 
parameter is set to 5, we delete a service, there will be a time when that pool contains 6 
machines: 4 configured, 1 being created and 1 being deleted. 
 

Á Conservative:  This counting mode takes into account the machines that are being created 
and those that are being deleted, at no time will it be possible to exceed the value of the 
parameter "maximum number of services to be provided" of a Service Pool. 

 
For example, if a service pool, whose parameter of "maximum number of services to be 
provided" is set to 5, we delete a service, until that service is completely eliminated the 
system will not generate a new service, avoiding exceeding the value of 5 existing 
machines in the pool. 
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Save the configuration and we will have a valid "Clone based - Linked " on the VMware vCenter 
platform. We will be able to register all the "Clone based - Linked " services that we need. 
 

 
 

 
Once we have the entire UDS environment configured (Services, Authenticators, OS Managers and 
Transports) and created the first "Service Pool ", we will be able to observe on the vCenter server 
how the desktop deployments are carried out. 
 
The first task that vCenter will perform will be to generate a publication of the template (this machine 
will be generated every time we publish a service). It will be a clone of the template chosen when 
registering for the service, with a disk size and characteristics equal to said template. 
 
Once the process of creating the publication is finished (the system will name it as: "UDS-Pub-
Base_Name-date-vpublication_number") the virtual desktops are automatically created in vCenter 
(the system names them as: "UDS service Base_Name+Name_Lengthò) based on the cache 
parameters configured in the "Service Pools ".  
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NOTE: The disk space that virtual desktops will occupy ("Linked Clones") will be exclusively that 
occupied by the modifications made by users on the (incremental) machines after their initial 
connection. 
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3.1.1.4 Configure service based on "Fixed Machines Pool"ò 
 
This type of service will allow users to connect directly to existing virtual machines in a VMware 
vSphere environment pool.  
 
To create base services of type "Fixed Machines Pool " we access the "Service Providers ", select 
the "Services " tab, click on "New" and select "Fixed Machines Poo lò. 
 

 

 
The minimum parameters to be configured in this type of service are: 
 

o Main: 
 
Name:  Name of the service. 
 
Service Token:  If UDS is required to recognize the login and logout  of a user accessing a service of 
this type (so that when a logout  is made, UDS automatically releases the machine and makes it 
available to another user), it will be necessary to fill in this field with alphanumeric characters. If the 
field is left empty, UDS will permanently assign (until an administrator manually releases the service) 
the machine to a user, as it will have no way to control when a user enters or exits the machine. 
 
NOTE: If the "Service Token " field is filled in, on the machines that are selected for the connection it 
will be necessary to have the UDS "UDSActorUnmanagedSetup -x.x.x.exe " actor installed and in 
the configuration of this, indicate those same characters in the "Service Token" field ò.  
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o Machine: 

 
Datacenter: Datacenter of the vSphere environment where the virtual machines that we want to 
manage and assign to users are located. 
 
Resource Pool:  Pool of resources in the vSphere environment where the virtual machines that we 
want to manage and assign to users are located. 
 
Machines:  Virtual machines existing in the pool of resources indicated above that will be managed 
by UDS and to which access can be provided to the different users. We will have to indicate which 
machines will be accessible by users, the machines not selected, will be ignored and will not be 
assigned. 
 
If the machines have the unamanaged actor installed and a "token" has been configured both in the 
actor (machine) and in the service definition (administration), it will be possible to control the access 
of users to these machines and they can be released so that other users can use them, in case they 
do NOT have the unmanaged actor installed,  When a machine is assigned to a user, that assignment 
will be maintained until manually deleted by an administrator. 
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o Advanced 

 
Randomize machine assignment: This parameter indicates how the order of assignments to the 
users will be, if it is active (by default) the order of assignment will be random, that is, when a user 
requests a machine, it will be unknown which one will be assigned. If the parameter is not active, the 
assignment order will be sequential, the first user will be given the first machine indicated in the list, 
the second the second machine and so on. 
 
Keep on error:  When activated, the system ignores all service access errors, allowing the machine 
to remain available for access (useful for occasions when machines may not be available for a short 
period of time but should be available at some point). 
 
 
Use Snapshots:  If this parameter is enabled, UDS will create a snapshot on the virtual machine 
before the user's connection and once its assignment is removed (through an automatic detection of 
the user's logout or manual deletion of an administrator) the snapshot will be recovered to leave the 
machine in the same state just before the user's connection. If this parameter is not activated, UDS 
will not recover any previous state of the machine when the assignment with a user is deleted. 

 
 
NOTE: If the "Use Snapshots" option is enabled and the virtual machine already has a snapshot, 
UDS will not take any additional snapshots and will use and recover the existing snapshot.  

 

Save the configuration and we will have a valid "Fixed Machines Pool " on the VMware vCenter 
platform. We will be able to register all the "Fixed Machines Pool " services that we need. 
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3.1.1.5  Service usage summary and error logs 
 
Within a "Service Provider " we will have a tab called "Usage " that will allow us to have a quick view 

with detailed information and perform basic actions of the services deployed in this "Service 

Provider ". 

 

To access this information on the use of the services, we access the "Service Providers " and select 

the "Usage" tab: 

 

 

 

We will be able to visualize: 

Access:  Date and time the service was accessed. 

Owner:  User and authenticator assigned to the service in usuario@autenticador format. If it appears 

empty, it means that the service has not been assigned to any user and is available in the cache. 

Service:  Name of the base service belonging to the "Service Provider " from which the service was 

generated. 

Pool:  Name of the "Service Pools " to which the service belongs. 

Unique ID:  MAC address of the service. 

IP: IP address of the service. 

Friendly name:  Name of the service. In the base services "Clone based ï Full " and "Clone base ï 

Linked " will also be the DNS name of the virtual machine autogenerated by UDS. 

Src Ip:  IP address of the connecting client accessing the service. 

Src Host:  Nombre de DNS del cliente de conexión que accede al servicio. En caso de no poder 

acceder a dicho nombre, se indicará su dirección IP. 
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It will also be possible to select one or more services to proceed with their deletion (in the base service 

of type "Fixed Machine Pool " we will only delete the assignment with the user). 

The "Logs " tab will show us information about a possible problem that occurred in the "Service 

Provider" ò: 
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3.1.2  VDI with OpenNebula 

 
Deployment of self-generated virtual desktops by UDS, in an OpenNebula virtualization infrastructure 
 

3.1.2.1 Registration of Service Provider "OpenNebula Platform Provider"ò 
 
Click on "New" and select "OpenNebula Platform Provider ò.  
 

 

 
In an "OpenNebula Platform Provider " the parameters to be configured are:  
 

o Main: 
 
Service provider name, OpenNebula IP or server name, connection port, username and password 
with administration rights. 

 
o Advanced: 
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Creation concurrency . Maximum number of concurrent desktop creation tasks, in the different 
service pools that use it, for this provider. 
 
Removal concurrency . Maximum number of concurrent desktop deletion tasks, in the different 
service pools that use it, for this provider. 
 
Timeout.  The "Timeout " time on the connection 
 

 
 
Using the "Test" button we will check that the connection is successful. 
 
Save the configuration and we will have a valid "Service Providers " to start registering basic services 
on the OpenNebula platform. 
 

 

 
NOTE: If we have several OpenNebula platforms, we will be able to register all the " Service 
Providers " of the " OpenNebula Platform Provider " type that we need . 
 
To modify a parameter in an existing "Service Providers ", select it and click on "Edit ". 
 
By clicking on the "Enter Maintenance Mode " button, you can pause all operations produced by the 
UDS server on a service provider. It is recommended to put a service provider in maintenance cases 
where communication with that service provider has been lost or a maintenance shutdown is planned. 
 
Once the OpenNebula platform is integrated into UDS, base services can be created. To do this, we 
double-click on the service provider created or in the provider's menu we select "Detailò: 
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3.1.2.2  Configure service based on "OpenNebula Live Images"ò 
 
This type of service will create, within the virtual infrastructure, virtual desktops dependent on active 
publishing. 
 
To create base services of type "OpenNebula Live Images " we access the "Service Providers ", 
select the "Services " tab, click on "New" and select "OpenNebula Live Images ò. 
 

 

 

The minimum parameters to be configured in this type of service are: 
 

o Main: 
 
Name:  Name of the service. 
 
Datastore : Location where generated publications and virtual desktops will be stored. 
 

 
o Advanced: 
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Service counting method:  Method that the system will use to perform the machine count to comply 
with the parameter "maximum number of services to be provided" of a Service Pool: 
 

Á Standard:  This counting mode only takes into account the machines that are being 
created and during the process of creating and destroying machines, it is possible to 
exceed the value of the parameter "maximum number of services to be provided" of a 
Service Pool.  
 
For example, if a service pool, whose "maximum number of services to be provided" 
parameter is set to 5, we delete a service, there will be a time when that pool contains 6 
machines: 4 configured, 1 being created and 1 being deleted. 
 

Á Conservative:  Este modo de conteo tiene en cuenta las máquinas que se están creando 
y las que se están eliminando, en ningún momento será posible superar el valor del 
par§metro ñn¼mero m§ximo de servicios a proveerò de un Pool de servicios. 

 
Por ejemplo, si un pool de servicios, cuyo par§metro de ñn¼mero m§ximo de servicios a 
proveerò est§ configurado a 5, borramos un servicio, hasta que dicho servicio no est§ 
eliminado completamente el sistema no generará un nuevo servicio, evitando superar el 
valor de 5 máquinas existentes en el pool. 

 

 
 

o Machine: 
 
Base Template : Existing template in the OpenNebula environment used by the UDS system for the 
deployment of virtual desktops. 
 

 
 
Machine Names : Root of the name of all virtual desktops to be deployed in this service. (e.g.: Machine 
Names= Desk-ubun-). 
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Name Length:  Number of digits of the counter attached to the root of the desktop name (e.g.: Name 
Length= 3. The final name of the generated desktops would be: Desk-ubun-000, Desk-ubun-001... 
Desk-ubun-999). 
 

 

 

Save the configuration and we will have an "OpenNebula Live Images " valid on the OpenNebula 
platform. We will be able to register all the services of the type "OpenNebula Live Images " that we 
need. 
 

 

  

Once we have the entire UDS environment configured (Services, Authenticators, OS Managers and 
Transports) and created the first "Service Pool ", we will be able to observe in OpenNebula how the 
desktop deployments are carried out. 
 
The first task that will be performed will be to generate a publication of the template (this template will 
be generated every time we make a publication of a service). It will be a clone of the template chosen 
when registering for the service, with a disk size and characteristics equal to said template. 
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Once the process of creating the publication is finished (the system will name it as: 
"UDSP_nombre_pool-publication_number") the desktops are automatically created (the system 
names them as: "Machine_Name-Name_Length") based on the cache parameters configured in the 
"Service Pools" ò. 
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3.1.2.3  Service usage summary and error logs 
 
Within a "Service Provider " we will have a tab called "Usage " that will allow us to have a quick view 

with detailed information and perform basic actions of the services deployed in this "Service 

Provider ". 

 

To access this information on the use of the services, we access the "Service Providers " and select 

the "Usage" tab. ò: 

 

 

 

We will be able to visualize: 

Access:  Date and time the service was accessed. 

Owner:  User and authenticator assigned to the service in usuario@autenticador format. If it appears 

empty, it means that the service has not been assigned to any user and is available in the cache. 

Service:  Name of the base service belonging to the "Service Provider " from which the service was 

generated. 

Pool:  Name of the "Service Pools " to which the service belongs. 

Unique ID:  MAC address of the service. 

IP: IP address of the service. 

Friendly name:  Name of the service. It will also be the DNS name of the UDS auto-generated virtual 

machine. 

Src Ip:  IP address of the connecting client accessing the service. 

Src Host:  DNS name of the connecting client accessing the service. If you cannot access this name, 

your IP address will be indicated. 

It will also be possible to select one or more services to proceed with their removal. 
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The "Logs " tab will show us information about a possible problem that occurred in the "Service 

Provider" ò: 
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3.1.3 VDI with HPE Morpheus 

 
Deployment of self-generated virtual desktops by UDS or connection to existing machines, in an HPE 
Morpheus virtualization infrastructure. 
 
 

3.1.3.1 Registration of Service Provider "HPE Morpheus Provider"ò 
 
Click on "New" and select "HPE Morpheus Provider ò.  
 

 

 
In an "HPE Morpheus Provider " the parameters to be configured are:  
 

o Main: 
 

Provider name Services, IP or HPE Morpheus frontend server name, connection port, user and 
password with administrative rights, and client ID for using the Morpheus API. 
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o Advanced: 
 
Creation concurrency . Maximum number of concurrent desktop creation tasks, in the different 
service pools that use it, for this provider. 
 
Removal concurrency . Maximum number of concurrent desktop deletion tasks, in the different 
service pools that use it, for this provider. 
 
Timeout.  The "Timeout " time on the connection. 
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Using the "Test" button we will check that the connection is successful. 
 
Save the configuration and we will have a valid "Service Provider " to start registering basic services 
on the HPE Morpheus platform. 
 

 

 
NOTE: If we have several HPE Morpheus platforms, we will be able to register all the " Service 
Providers " of the " HPE Morpheus Provider " type that we need.  
 
To modify a parameter in an existing "Service Providers ", select it and click on "Edit ". 
 
By clicking on the "Enter Maintenance Mode " button, you can pause all operations produced by the 
UDS server on a service provider. It is recommended to put a service provider in maintenance cases 
where communication with that service provider has been lost or a maintenance shutdown is planned. 
 
Once the HPE Morpheus platform is integrated into UDS, base services can be created. To do this, 
we double-click on the service provider created or in the provider's menu we select "Detailò: 
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3.1.3.2  Configure service based on "Fixed Instances Pool"ò 
 
This type of service will allow users to connect directly to existing virtual machines in an HPE 
Morpheus environment pool. 
 
To create base services of type "Fixed Instances Pool " we access the "Service Provider ", select 
the "Services " tab, click on "New" and select "Fixed Instances Pool ò. 
 

 

 

The minimum parameters to be configured in this type of service are: 
 

o Main: 
 
Name:  Name of the service. 
 
Service Token:  If UDS is required to recognize the login and logout  of a user accessing a service of 
this type (so that when a logout  is made, UDS automatically releases the machine and makes it 
available to another user), it will be necessary to fill in this field with alphanumeric characters. If the 
field is left empty, UDS will permanently assign (until an administrator manually releases the service) 
the machine to a user, as it will have no way to control when a user enters or exits the machine. 
 
NOTE: If the "Service Token " field is filled in, on the machines that are selected for the connection it 
will be necessary to have the UDS "UDSActorUnmanagedSetup -x.x.x.exe " actor installed and in 
the configuration of this, indicate those same characters in the "Service Token" field ò. 
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Machine: 
 
Machines:  Virtual machines existing in the pool of resources indicated above that will be managed 
by UDS and to which access can be provided to the different users. We will have to indicate which 
machines will be accessible by users, the machines not selected will be ignored and will not be 
assigned. 
 
After Logout:  Action that the system will perform when the user logout is detected (it must have the 
actor installed). If we select "Stop Machine" the machine will shut down. 
 
If the machines have the unmanaged actor installed and a "token" has been configured both in the 
actor (machine) and in the service definition (administration), it will be possible to control the access 
of users to these machines and they can be released so that other users can use them, in case they 
do NOT have the unmanaged actor installed,  When a machine is assigned to a user, that assignment 
will be maintained until manually deleted by an administrator. 
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Á Advanced 
 

Randomize machine assignment: This parameter indicates how the order of assignments to the 
users will be, if it is active (by default) the order of assignment will be random, that is, when a user 
requests a machine, it will be unknown which one will be assigned. If the parameter is not active, the 
assignment order will be sequential, the first user will be given the first machine indicated in the list, 
the second machine, and so on. 
 
Keep on error:  When activated, the system ignores all service access errors, allowing the machine 
to remain available for access (useful for occasions when machines may not be available for a short 
period of time but should be available at some point). 
 

 
 

 

Save the configuration and we will have a valid "Fixed Instances Pool " on the HPE Morpheus 
platform. We will be able to register all the "Fixed Instances Pool " services that we need. 
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3.1.3.3 Configure service based on "Instance cloneò 
 
This type of service will create, within the virtual infrastructure, virtual desktops dependent on active 
publishing. 
 
To create base services of type "Instance clone " we access the "Service Provider ", select the 
"Services " tab, click on "New" and select "Instance clone ò. 
The minimum parameters to be configured in this type of service are: 
 

o Main: 
 
Name:  Name of the service. 
 
Template Instance:  Template used to deploy desktops. Available instances will be displayed based 
on the selected region and zone. 
 
Base Names:  Root of the name of all virtual desktops to be deployed in this service. (e.g.: Machine 
Names= Desk-ubun-). 
 
Name Length:  Number of digits of the counter attached to the root of the desktop name (e.g.: Name 
Length= 3. The final name of the generated desktops would be: UDS-ubu-000, UDS-ubu -001... UDS-
ubu -999). 
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o Advanced: 
 
Publication Timeout:  Defines the waiting interval, expressed in seconds, before the system 
considers that the publication should be available and visible. 
 
Keep on error:  When activated, the system ignores all service access errors, thus preventing desktop 
deletion. Very useful and recommended for use when using persistent machines, preventing the 
desktop from being deleted by the system under virtually any circumstances (except if an 
administrator manually deletes it). 
 
Try SOFT Shutdown first:  When activated, the system will attempt to perform a "Soft" shutdown on 
the OS of the virtual desktop. It is necessary that the tools are installed and running on the machine 
to be deleted, otherwise, after a period of time a forced shutdown will be performed. 
 
Put back to cache:  Parameter that defines whether machines will be returned to the cache, so that 
they can be used by another user, once they are freed: 
 
No. Never put it back to cache:  When a user logs out of the desktop and the machine is non-
persistent, it will be destroyed and will NOT be returned to the cache to be reused by more users. 

 
Yes, try to put it back to cache: When a user logs off the desktop and the machine is non-persistent, 
it will be returned IF it will be returned to the cache to be reused by more users. 
Service counting method:  Method that the system will use to perform the machine count to comply 
with the parameter "maximum number of services to be provided" of a Service Pool: 
 
Standard:  This counting mode only takes into account the machines that are being created and 
during the process of creating and destroying machines, it is possible to exceed the value of the 
parameter "maximum number of services to be provided" of a Service Pool.  

 
For example, if a service pool, whose "maximum number of services to be provided" 
parameter is set to 5, we delete a service, there will be a time when that pool contains 6 
machines: 4 configured, 1 being created and 1 being deleted. 
 

Conservative:  This counting mode takes into account the machines that are being created and those 
that are being deleted, at no time will it be possible to exceed the value of the parameter "maximum 
number of services to be provided" of a Service Pool. 
 

For example, if a service pool, whose parameter of "maximum number of services to be 
provided" is set to 5, we delete a service, until that service is completely eliminated the 
system will not generate a new service, avoiding exceeding the value of 5 existing 
machines in the pool. 
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Save the configuration and we will have a valid "Instance clone " on the HPE Morpheus platform. We 
will be able to register all the "Instance clone " services that we need. 
 

 
 
Once we have the entire UDS environment configured (Services, Authenticators, OS Managers and 
Transports) and created the first "Service Pool ", we will be able to observe on the HPE Morpheus 
server how the desktop deployments are carried out. 
 
The first task that HPE Morpheus will perform will be to generate a publication of the template (this 
machine will be generated every time we publish a service). It will be a clone of the template chosen 
when registering for the service, with a disk size and characteristics equal to said template. 
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Once the process of creating the publication is finished (the system will name it as: "UDS-Pub-
Base_Name-date-publication_number") the virtual desktops are automatically created in HPE 
Morpheus, (the system names them as: "UDS-Instance-Base_Name+Name_Length") based on the 
cache parameters configured in the "Service Pools" ò.  
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3.1.3.4  Service usage summary and error logs 
 
Within a "Service Provider " we will have a tab called "Usage " that will allow us to have a quick view 

with detailed information and perform basic actions of the services deployed in this "Service 

Provider ". 

 

To access this information on the use of the services, we access the "Service Providers " and select 

the "Usage"  tab: 

 

 

 

We will be able to visualize: 

Access:  Date and time the service was accessed. 

Owner:  User and authenticator assigned to the service in usuario@autenticador format. If it appears 

empty, it means that the service has not been assigned to any user and is available in the cache. 

Service:  Name of the base service belonging to the "Service Provider " from which the service was 

generated. 

Pool:  Name of the "Service Pool " to which the service belongs. 

Unique ID:  MAC address of the service. 

IP: IP address of the service. 

Friendly name:  Name of the service. It will also be the DNS name of the UDS auto-generated virtual 

machine. 

Src Ip:  IP address of the connecting client accessing the service. 

Src Host:  DNS name of the connecting client accessing the service. If you cannot access this name, 

your IP address will be indicated. 

It will also be possible to select one or more services to proceed with their removal (in the base service 

of type ñFixed Instances Pool,ò we will only remove the assignment with the user). 
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The "Logs " tab will show us information about a possible problem that occurred in the "Service 

Provider" ò: 

 

 

  



 

 

 
Page 57 of 381 

 

Administration Manual  UDS Enterprise 4.0 

3.1.4 VDI with Citrix XenServer / XCP-ng 

 
Deployment of UDS-generated virtual desktops or connection to existing machines, on a Citrix 
XenServer or XCP-ng virtualization infrastructure. 
 

3.1.4.1  Registration of Service provider ñXenServer / XCP-NGò 
 
Click on "New" and select "Xenserver / XCP -NG Platform Provider ò. 
 

 

 

En un "Xenserver / XCP -NG Platform Provider " los parámetros a configurar son:  
 
 

o Main: 
 
Name. Name to identify this provider 
 
Host.  IP address or XenServer or XCP-ng server name (In case of a server pool, the master must be 
indicated) 
 
Port.  Communication port with XenServer or XCP-ng server (default 443) 
 
Username.  Username with permissions for UDS integration with the provider. It is recommended that 
you use a user with admin permissions (use a user created specifically for this purpose). 
 
Password.  Password of the user used in the previous field 
 
Verify SSL.  If enabled, an SSL connection will be made to the server. It will be necessary to use the 
name of the server (in no case the IP address) and in addition the CA of the certificate used in the 
server it will be necessary to import it to the UDS server so that it can be recognized by it. 
 
Safe Operating Procedure : Passwords must be of sufficient length and include upper and lower 
case, numbers and special characters. 
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o Advanced: 
 
Creation concurrency . Maximum number of concurrent desktop creation tasks, in the different 
service pools that use it, for this provider. 
 
Removal concurrency . Maximum number of concurrent desktop deletion tasks, in the different 
service pools that use it, for this provider. 
 
Timeout.  The time of "Timeout " on the connection to the server. 
 
Macs range.  MAC address range used by UDS to assign to automatically created virtual desktops. 
The modification of the range is always allowed to higher values, which will be applied immediately, 
but if it is reduced, it will be necessary that there is no record and it will also be necessary to wait a 
reasonable time of at least 24 hours for the records to be released and the change to be applied (to 
reduce the range, the registration of a new provider is recommended).  
 
Backup Host:  Backup server that will be used when there is no communication with the main (master) 
server indicated in the "Host " field of the "Main tab" ò. 
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Using the "Test" button we will check that the connection is successful. 
 
Save the configuration and we will have a valid "Service Providers " to start registering base services 
on the Citrix XenServer or XCP-ng platform. 
 

 
 
NOTE: If we have several Citrix XenServer or XCP -ng platforms, we will be able to register all 
the " Service Providers " of the type " Xenserver / XCP -NG Platform Provider " that we need . 
 

To modify a parameter in an existing "Service Providers ", select it and click on "Edit ". 
 
By clicking on the "Enter Maintenance Mode " button, you can pause all operations produced by the 
UDS server on a service provider. It is recommended to put a service provider in maintenance cases 
where communication with that service provider has been lost or a maintenance shutdown is planned. 
 
Once the Citrix XenServer or XCP-ng platform is integrated into UDS, base services can be created. 
To do this, we double-click on the service provider created or in the provider's menu we select "Detailò: 
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We will have the following types of basic services: 
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3.1.4.2 Configure service based on "Xen Fixed Machines"ò 
 
This type of service will allow users to connect directly to existing virtual machines on a server or pool 
in the XenServer or XCP-ng environment.  
 
To create base services of type "Xen Fixed Machines " we access the "Service Providers ", select 
the "Services " tab, click on "New" and select "Xen Fixed Machines ò. 
 

 

 
The minimum parameters to be configured in this type of service are: 
 

o Main: 
 
Name:  Name of the service. 
 
Service Token:  If UDS is required to recognize the login and logout  of a user accessing a service of 
this type (so that when a logout  is made, UDS automatically releases the machine and makes it 
available to another user), it will be necessary to fill in this field with alphanumeric characters. If the 
field is left empty, UDS will permanently assign (until an administrator manually releases the service) 
the machine to a user, as it will have no way to control when a user enters or exits the machine. 
 
NOTE: If the "Service Token " field is filled in, on the machines that are selected for the connection it 
will be necessary to have the UDS "UDSActorUnmanagedSetup -x.x.x.exe " actor installed and in 
the configuration of this, indicate those same characters in the "Service Token" field ò.  
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o Machine: 

 
Folder:  Folder in the XenServer or XCP-ng environment where the virtual machines that we want to 
manage and assign to users are located. Machines must be assigned to this folder to be visible 
 

 
 
Machines:  Virtual machines existing in the pool of resources indicated above that will be managed 
by UDS and to which access can be provided to the different users. We will have to indicate which 
machines will be accessible by users, the machines not selected, will be ignored and will not be 
assigned. 
 
If the machines have the unamanaged actor installed and a "token" has been configured both in the 
actor (machine) and in the service definition (administration), it will be possible to control the access 
of users to these machines and they can be released so that other users can use them, in case they 
do NOT have the unmanaged actor installed,  When a machine is assigned to a user, that assignment 
will be maintained until manually deleted by an administrator. 
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o Advanced 
 
Randomize machine assignment: This parameter indicates how the order of assignment of the 
machines to the users will be, if it is active (by default) the order of assignment will be random, that 
is, when a user requests a machine, it will be unknown which one will be assigned. If the parameter 
is not active, the assignment order will be sequential, the first user will be given the first machine 
indicated in the list, the second the second machine and so on. 
 
Keep on error:  When activated, the system ignores all service access errors, allowing the machine 
to remain available for access (useful for occasions when machines may not be available for a short 
period of time but should be available at some point). 
 
 
Use Snapshots:  If this parameter is enabled, UDS will create a snapshot on the virtual machine 
before the user's connection and once its assignment is removed (through an automatic detection of 
the user's logout or manual deletion of an administrator) the snapshot will be recovered to leave the 
machine in the same state just before the user's connection. If this parameter is not activated, UDS 
will not recover any previous state of the machine when the assignment with a user is deleted. 
 
NOTE: If the "Use Snapshots" option is enabled and the virtual machine already has a snapshot, 
UDS will not take any additional snapshots and will use and recover the existing snapshot.  

 

 

 
Save the configuration and we will have a valid "Fixed Machines Pool " on the XenServer or XCP-ng 
platform. We will be able to register all the "Fixed Machines Pool " services that we need. 
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Page 65 of 381 

 

Administration Manual  UDS Enterprise 4.0 

3.1.4.3 Configure service based on "Xen Linked Cloneò 
 
This type of service will create, within the virtual infrastructure, virtual desktops dependent on active 
publishing. 
 
To create base services of type "Xen Linked Clone " we access the "Service Providers ", select the 
"Services " tab, click on "New" and select "Xen Linked Clone ò. 
 

 
 
The minimum parameters to be configured in this type of service are: 
 

o Main: 
 
Name:  Name of the service. 
 
Storage SR:  The location where generated publications and virtual desktops will be stored.  
 
Only shared storage is supported, if we are connecting with a single Host and we want to use 
its local storage, we can manually modify it from the host console and convert it into SR 
storage in order to use it with UDS . 
 

 
 
Reserved Space : When there is less free space in a storage than indicated in this parameter (in GB), 
UDS will not use it to host publications or virtual desktops. 
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o Machine: 
 
Base Names : Root of the name of all Linked Clones virtual desktops to be deployed in this service. 
(e.g.: Machine Names= Win10-). 
 
Name Length:  Number of digits of the counter attached to the root of the desktop name (e.g.: Name 
Length= 3. The final name of the generated desktops would be: Win10-000, Win10-001... Win10-
999). 
 
Base Machine : Template virtual machine (Gold Image) used by the UDS system for the deployment 
of virtual desktops. 
 
Network : Network where virtual desktops will be connected. 
 
Memory : Amount of memory in Mb that will be allocated to the generated virtual desktops. 
 
Shadow: Memory multiplier for the VM. The memory will be requested from the host and if available 
it will be applied to the VM using this value. 
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o Advanced: 
 
Remove found duplicates : If this option is enabled (default), when UDS finds a virtual desktop with 
the same name (generated by UDS, but not registered) as the desktop you are about to create, it will 
delete it (it is recommended to use it to avoid "lost" VMs in the inventory).  
 
Keep on error:  When activated, the system ignores all errors in accessing the service, thus 
preventing desktop deletion. Very useful and recommended for use when using persistent machines, 
preventing the desktop from being deleted by the system under virtually any circumstances (except if 
an administrator manually deletes it). 
 
Try SOFT Shutdown first:  When activated, the system will attempt to perform a "Soft" shutdown on 
the OS of the virtual desktop. It is necessary that the tools are installed and running on the machine 
to be deleted, otherwise, after a period of time a forced shutdown will be performed. 
 
Put back to cache:  Parameter that defines whether machines will be returned to the cache, so that 
they can be used by another user, once they are freed: 
 

Á No. Never put it back to cache:  When a user logs out of the desktop and the machine is 
non-persistent, it will be destroyed and will NOT be returned to the cache to be reused by 
more users. 

 
Á Yes, try to put it back to cache: When a user logs off the desktop and the machine is 

non-persistent, it will be returned IF it will be returned to the cache to be reused by more 
users. 
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Service counting method:  Method that the system will use to perform the machine count to comply 
with the parameter "maximum number of services to be provided" of a Service Pool: 
 

Á Standard:  This counting mode only takes into account the machines that are being 
created and during the process of creating and destroying machines, it is possible to 
exceed the value of the parameter "maximum number of services to be provided" of a 
Service Pool.  
 
For example, if a service pool, whose "maximum number of services to be provided" 
parameter is set to 5, we delete a service, there will be a time when that pool contains 6 
machines: 4 configured, 1 being created and 1 being deleted. 
 

Á Conservative:  This counting mode takes into account the machines that are being created 
and those that are being deleted, at no time will it be possible to exceed the value of the 
parameter "maximum number of services to be provided" of a Service Pool. 

 
For example, if a service pool, whose parameter of "maximum number of services to be 
provided" is set to 5, we delete a service, until that service is completely eliminated the 
system will not generate a new service, avoiding exceeding the value of 5 existing 
machines in the pool. 

 

 
Save the configuration and we will have a valid " Xen Linked Clone  " on the XenServer or XCP-ng 
platform. We will be able to register all the services of the " Xen Linked Clone  " type that we need. 
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Once we have the entire UDS environment configured (Services, Authenticators, OS Managers and 
Transports) and created the first "Service Pool ", we will be able to observe in XenCenter or XCP-ng 
Center how the desktop deployments are carried out. 
 
The first task that will be performed will be to generate a publication of the template (this machine will 
be generated every time we publish a service), which will be a clone of the template chosen in the 
registration of the service, with a disk size and characteristics equal to said template. 
 
Once the process of creating the publication is finished (the system will name it as: "UDS-Pub-
Base_Name-date-vpublication_number") the desktops are automatically created (the system names 
them as: "UDS service Machine_Name-Name_Length") based on the cache parameters configured 
in the "Service Pools ". 
 

 
 
  



 

 

 
Page 70 of 381 

 

Administration Manual  UDS Enterprise 4.0 

3.1.4.4 Service usage summary and error logs 
 
Within a "Service Provider " we will have a tab called "Usage " that will allow us to have a quick view 

with detailed information and perform basic actions of the services deployed in this "Service 

Provider ". 

 

To access this information on the use of the services, we access the "Service Providers " and select 

the "Usage" tab. ò: 

 

 

 

We will be able to visualize: 

Access:  Date and time the service was accessed. 

Owner:  User and authenticator assigned to the service in usuario@autenticador format. If it appears 

empty, it means that the service has not been assigned to any user and is available in the cache. 

Service:  Name of the base service belonging to the "Service Provider " from which the service was 

generated. 

Pool:  Name of the "Service Pools " to which the service belongs. 

Unique ID:  MAC address of the service. 

IP: IP address of the service. 

Friendly name:  Name of the service. It will also be the DNS name of the virtual machine 

autogenerated by UDS. 

Src Ip:  IP address of the connecting client accessing the service. 

Src Host:  DNS name of the connecting client accessing the service. If you are unable to access this 

name, your IP address will be indicated. 

It will also be possible to select one or more services to proceed with their deletion (in the base service 

of type "Fixed " we will only delete the assignment with the user).. 

La pesta¶a ñLogsò nos mostrar§ informaci·n de alg¼n posible problema ocurrido en el ñService 

Provider ò: 
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3.1.5 VDI with Microsoft HyperV 

 
Deployment of self-generated virtual desktops by UDS or connection to existing machines, in a 
Microsoft HyperV virtualization infrastructure. 
 

3.1.5.1  Service Provider Registration "HyperV" Platform Providerò 
 
Click on "New" and select "HyperV Platform Provider ò: 
 

 

 

In a "HyperV Platform Provider " the minimum parameters to be configured are:  
 

o Main: 
 
Name:  Name to identify this provider 
 
Host:  IP address or server name of the HyperV server, If we connect against a cluster, the IP or name 
of the cluster must be indicated. 
 
Cluster:  If the HyperV environment to which we connect is composed of a cluster, it will be necessary 
to enable this option. If we are going to connect to a single HyperV Host in a "Standalone" node, it 
will not be necessary to enable it. 
 
Enable SSL: Enables SSL communication with the HyperV server or cluster. 
 
Username:  Username with permissions for UDS integration with the provider. It is recommended that 
you use a user with admin permissions (use a user created specifically for this purpose). 
 
Password:  Password of the user used in the previous field. 
 
Safe Operating Procedure : Passwords must be of sufficient length and include upper and lower 
case, numbers and special characters. 
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NOTE: If we try to directly connect a Hyper -V server that is part of a cluster, the system will 
warn us that we will have to connect against the cluster that manages it.  
 

 

For the connection to succeed, the following script will need to be run on all Hyper -V nodes 
(even if they are part of a cluster) from PowerShell : 
 
Invoke - Expression ((New -

ObjectSystem.Net.Webclient).DownloadString('http s://images.udsenterprise.com/file

s/hyperv/EnableRemoting.ps1'))  
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o Advanced: 
 
Creation concurrency: Maximum number of concurrent desktop creation tasks, in the different 
service pools that use it, for this provider. 
 
Removal concurrency:  Maximum number of concurrent desktop removal tasks, in the different 
service pools that use it, for this provider. 
 
Port:  Connection port with the HyperV server (via WSman), if not indicated the default (5985) will be 
used. 
 
Force SSL certificate verification:  If enabled, a certificate check will be performed. It will be 
necessary to use the name of the server (in no case the IP address) and in addition the CA of the 
certificate used in the server it will be necessary to import it to the UDS server so that it can be 
recognized by it. 
 
Timeout:  The time of "Timeout " in the connection to the server. 
 
Macs range:  Range of MAC addresses used by UDS to assign to automatically created virtual 
desktops. The modification of the range is always allowed to higher values, which will be applied 
immediately, but if it is reduced, it will be necessary that there is no record and it will also be necessary 
to wait a reasonable time of at least 24 hours for the records to be released and the change to be 
applied (to reduce the range, the registration of a new provider is recommended). 
 

 

 

By clicking on the "Test" button, we will check that the connection is correct. 
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Save the configuration and we will have a valid "Service Providers " to start registering basic services 
of the Microsoft Hyper-V platform.  
 

 
 
NOTA: If we have several Microsoft Hyper -V platforms (clustered or Standalone), we will be 
able to register all the " Service Providers " of the " HyperV Platform Provider " type that we 
need . 
 

To modify a parameter in an existing "Service Providers ", select it and click on "Edit ". 
 
By clicking on the "Enter Maintenance Mode " button, you can pause all operations produced by the 
UDS server on a service provider. It is recommended to put a service provider in maintenance cases 
where communication with that service provider has been lost or a maintenance shutdown is planned. 
 
Once the Microsoft Hyper-V platform is integrated into UDS, base services can be created. To do this, 
we double-click on the service provider created or in the provider's menu we select "Detailò: 
 

 

We will have the following types of basic services: 
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3.1.5.2 Configure service based on "HyperV Cloneò 
 
This type of service will create, within the virtual infrastructure, virtual desktops dependent on active 
publishing. 
 
To create base services of type "HyperV Clone " we access the "Service Providers ", select the 
"Services " tab, click on "New" and select "HyperV Clone ò. 
 

 

 
The minimum parameters to be configured in this type of service are: 
 

o Main: 
 
Name:  Name of the service. 
 
Datastores Drives : Location where the generated publications and virtual desktops will be stored (In 
this storage a folder called "UDSData" will be created where all the disks of the generated machines 
will be saved). 
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o Machine: 
 
Network : Network where virtual desktops will be connected. 
 
Memory : Amount of memory in Mb that will be allocated to the generated virtual desktops. 
 
Base Machine : Template virtual machine (Gold Image) used by the UDS system for the deployment 
of virtual desktops (Generation 1 machines must be used). 
 
Machine Names : Root of the name of all virtual desktops to be deployed in this service. (e.g.: Machine 
Names= Ubuntu-). 
 
Name Length:  Number of digits of the counter attached to the root of the desktop name (e.g.: Name 
Length= 3. The final name of the generated desktops would be: Ubuntu -000, Ubuntu-001... Ubuntu -
999). 
 

 

o Advanced: 
 
Reserved Space : When there is less free space in a storage than indicated in this parameter (in GB), 
UDS will not use it to host publications or virtual desktops. 
 
Use Full Clones:  The "Linked Clone" model will not be used and each desktop generated will occupy 
the total disk space and will be independent of the publishing machine. 
 
Enable Nested Virtualization:  Enables the "Nested Virtualization" feature on the generated virtual 
desktopsò. 
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Enable Compatibility for Magration:  Enables the processor compatibility option on the generated 
virtual desktops to be able to migrate machines between physical hosts with a different processor 
version. 
 
Remove found duplicates : If this option is enabled (default), when UDS finds a virtual desktop with 
the same name (generated by UDS, but not registered) as the desktop you are about to create, it will 
delete it (it is recommended to use it to avoid "lost" VMs in the inventory).  
 
Keep on error:  When activated, the system ignores all errors in accessing the service, thus 
preventing desktop deletion. Very useful and recommended for use when using persistent machines, 
preventing the desktop from being deleted by the system under virtually any circumstances (except if 
an administrator manually deletes it). 
 
Try SOFT Shutdown first:  When activated, the system will attempt to perform a "Soft" shutdown on 
the OS of the virtual desktop. It is necessary that the tools are installed and running on the machine 
to be deleted, otherwise, after a period of time a forced shutdown will be performed. 
 
Put back to cache:  Parameter that defines whether machines will be returned to the cache, so that 
they can be used by another user, once they are freed: 
 

Á No. Never put it back to cache:  When a user logs out of the desktop and the machine is 
non-persistent, it will be destroyed and will NOT be returned to the cache to be reused by 
more users. 

 
Á Yes, try to put it back to cache: When a user logs out of the desktop and the machine is 

non-persistent, it will be returned IF it will be returned to the cache to be reused by more 
users. 

 
Service counting method:  Method that the system will use to perform the machine count to comply 
with the parameter "maximum number of services to be provided" of a Service Pool: 
 

Á Standard:  This counting mode only takes into account the machines that are being created 
and during the process of creating and destroying machines, it is possible to exceed the 
value of the parameter "maximum number of services to be provided" of a Service Pool.  
 
For example, if a service pool, whose "maximum number of services to be provided" 
parameter is set to 5, we delete a service, there will be a time when that pool contains 6 
machines: 4 configured, 1 being created and 1 being deleted. 
 

Á Conservative:  This counting mode takes into account the machines that are being created 
and those that are being deleted, at no time will it be possible to exceed the value of the 
parameter "maximum number of services to be provided" of a Service Pool. 

 
For example, if a service pool, whose parameter of "maximum number of services to be 
provided" is set to 5, we delete a service, until that service is completely eliminated the 
system will not generate a new service, avoiding exceeding the value of 5 existing 
machines in the pool. 
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Save the configuration and we will have a valid "HyperV Clone " on the Hyper-V platform. We will be 
able to register all the "HyperV Clone " we need. 

 

 

 
Once we have the entire UDS environment configured (Services, Authenticators, OS Managers and 
Transports) and created the first "Service Pool ", we will be able to observe in the administration of 
the Hyper-V cluster or the Hyper-V Standalone server how the desktop deployments are carried out. 
 
The first task that will be performed will be to generate a publication of the template (this machine will 
be generated every time we make a publication of a service). It will be a clone of the template chosen 
when registering for the service, with a disk size and characteristics equal to said template. 
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Once the process of creating the publication is finished (the system will name it as: "UDS-Pub-
Base_Name-date-vpublication_number") the virtual desktops are automatically created (the system 
names them as: "UDS_ Machine_Name-Name_Length") based on the cache parameters configured 
in the "Service Pools" ò. 
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3.1.5.3 Configure service based on "HyperV Fixed Machines"ò 
 
This type of service will allow users to connect directly to existing virtual machines on a HyperV server 
or cluster.  
 
To create base services of type "HyperV Fixed Machines " we access the "Service Providers ", 
select the "Services " tab, click on "New" and select "HyperV Fixed Machines ". 
 

 

 
The minimum parameters to be configured in this type of service are: 
 

o Main: 
 
Name:  Name of the service. 
 
Service Token:  If UDS is required to recognize the login and logout  of a user accessing a service of 
this type (so that when a logout  is made, UDS automatically releases the machine and makes it 
available to another user), it will be necessary to fill in this field with alphanumeric characters. If the 
field is left empty, UDS will permanently assign (until an administrator manually releases the service) 
the machine to a user, as it will have no way to control when a user enters or exits the machine. 
 
NOTE: If the "Service Token " field is filled in, on the machines that are selected for the connection it 
will be necessary to have the UDS "UDSActorUnmanagedSetup -x.x.x.exe " actor installed and in 
the configuration of this, indicate those same characters in the "Service Token" field ò.  
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o Machine: 

 
Machines:  Virtual machines existing in the virtualization environment that will be managed by UDS 
and to which access can be provided to the different users. We will have to indicate which machines 
will be accessible by users, the machines not selected, will be ignored and will not be assigned. 
 
If the machines have the unamanaged actor installed and a "token" has been configured both in the 
actor (machine) and in the service definition (administration), it will be possible to control the access 
of users to these machines and they can be released so that other users can use them, in case they 
do NOT have the unmanaged actor installed,  When a machine is assigned to a user, that assignment 
will be maintained until manually deleted by an administrator. 
 

 
 

 
o Advanced 

 
Randomize machine assignment: This parameter indicates how the order of assignment of the 
machines to the users will be, if it is active (by default) the order of assignment will be random, that 
is, when a user requests a machine, it will be unknown which one will be assigned. If the parameter 
is not active, the assignment order will be sequential, the first user will be given the first machine 
indicated in the list, the second the second machine and so on. 
 
Keep on error:  When activated, the system ignores all service access errors, allowing the machine 
to remain available for access (useful for occasions when machines may not be available for a short 
period of time but should be available at some point).). 
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Use Snapshots:  If this parameter is enabled, UDS will create a snapshot on the virtual machine 
before the user's connection and once its assignment is deleted (through an automatic detection of 
the user's logout or manual deletion of an administrator) the snapshot will be recovered to leave the 
machine in the same state just before the user's connection. If this parameter is not activated, UDS 
will not recover any previous state of the machine when the assignment with a user is deleted. 
 
NOTE: If the "Use Snapshots" option is enabled and the virtual machine already has a snapshot, 
UDS will not take any additional snapshots and will use and recover the existing snapshot.  

 

 

 
Save the configuration and we will have a valid " HyperV Fixed Machines  " on the HyperV platform. 
We will be able to register all the " HyperV Fixed Machines  " services that we need. 
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3.1.5.4 Service usage summary and error logs 
 
Within a "Service Provider " we will have a tab called "Usage " that will allow us to have a quick view 

with detailed information and perform basic actions of the services deployed in this "Service 

Provider ". 

 

To access this information on the use of the services, we access the "Service Providers " and select 

the "Usage" tab: 

 

 

 

We will be able to visualize: 

Access:  Date and time the service was accessed. 

Owner:  User and authenticator assigned to the service in usuario@autenticador format. If it appears 

empty, it means that the service has not been assigned to any user and is available in the cache. 

Service:  Name of the base service belonging to the "Service Provider " from which the service was 

generated. 

Pool:  Name of the "Service Pools " to which the service belongs. 

Unique ID:  MAC address of the service. 

IP: IP address of the service. 

Friendly name:  Name of the service. It will also be the DNS name of the UDS auto-generated virtual 

machine. 

Src Ip:  IP address of the connecting client accessing the service. 

Src Host:  DNS name of the connecting client accessing the service. If you cannot access this name, 

your IP address will be indicated. 
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It will also be possible to select one or more services to proceed with their deletion (in the base service 

of type "Fixed " we will only delete the assignment with the user). 

The "Logs " tab will show us information about a possible problem that occurred in the "Service 

Provider" ò: 
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3.1.6  VDI with Proxmox 

 
Deployment of UDS-generated virtual desktops or connection to existing machines, in a Proxmox 
virtualization infrastructure. 
 

3.1.6.1 Registration of a service provider "Proxmox Platform Provider"ò 
 
Click on "New" and select "Proxmox Platform Provider ò.  
 

 

 
In a "Proxmox Platform Provider " the minimum parameters to be configured are:  
 

o Main: 
 
Name. Name to identify this provider. 
 
Host.  IP address or Proxmox server name. 
 
Port.  Communication port with Proxmox server (default 8006) 
 
Username.  Username with permissions for UDS integration with the provider. It is recommended that 
you use a user with admin permissions (use a user created specifically for this purpose). 
 
Password.  Password of the user used in the previous field. 
 
Safe use procedure : Passwords must be of sufficient length and include upper and lower case, 
numbers and special characters. 
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o Advanced: 
 
Creation concurrency . Maximum number of concurrent desktop creation tasks, in the different 
service pools that use it, for this provider. 
 
Removal concurrency . Maximum number of concurrent desktop deletion tasks, in the different 
service pools that use it, for this provider. 
 
Timeout.  The time of "Timeout " on the connection to the server. 
 
Macs range.  MAC address range used by UDS to assign to automatically created virtual desktops. 
The modification of the range is always allowed to higher values, which will be applied immediately, 
but if it is reduced, it will be necessary that there is no record and it will also be necessary to wait a 
reasonable time of at least 24 hours for the records to be released and the change to be applied (to 
reduce the range, the registration of a new provider is recommended). 
 
Starting Vmid:  Machine ID by which UDS will start generating machines. 
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Using the "Test" button we will check that the connection is successful. 
 
Save the configuration and we will have a valid "Service Providers " to start registering base services 
on the Proxmox platform. 
 

 

 
NOTE: If we have several Proxmox platforms (both independent servers and clusters), we will 
be able to register all the " Service Providers " of the " Proxmox Platform Provider " type that we 
need. 
 
To modify a parameter in an existing "Service Providers ", select it and click on "Edit ". 
 
By clicking on the "Enter Maintenance Mode " button, you can pause all operations produced by the 
UDS server on a service provider. It is recommended to put a service provider in maintenance cases 
where communication with that service provider has been lost or a maintenance shutdown is planned. 
 
Once the Proxmox platform is integrated into UDS, base services can be created. To do this, we 
double-click on the service provider created or on the provider's menu and select "Detailò: 
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We will have the following types of basic services: 

 

  



 

 

 
Page 90 of 381 

 

Administration Manual  UDS Enterprise 4.0 

3.1.6.2 Configure service based on "Proxmox Fixed Machinesò 
 
This type of service will allow users to connect directly to existing virtual machines on a server or 
cluster in the Proxmox environment.  
 
To create base services of type "Proxmox Fixed Machines " we go to the "Service Providers ", select 
the "Services " tab, click on "New" and select "Proxmox Fixed Machines ò. 
 

 

 
The minimum parameters to be configured in this type of service are: 
 

o Main: 
 
Name:  Name of the service. 
 
Service Token:  If UDS is required to recognize the login and logout  of a user accessing a service of 
this type (so that when a logout  is made, UDS automatically releases the machine and makes it 
available to another user), it will be necessary to fill in this field with alphanumeric characters. If the 
field is left empty, UDS will permanently assign (until an administrator manually releases the service) 
the machine to a user, as it will have no way to control when a user enters or exits the machine. 
 
NOTE: If the "Service Token " field is filled in, on the machines that are selected for the connection it 
will be necessary to have the UDS "UDSActorUnmanagedSetup -x.x.x.exe " actor installed and in 
the configuration of this, indicate those same characters in the "Service Token" field ò.  
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o Machine: 
 
Resource Pool:  Pool of resources in the Proxmox environment where the virtual machines that we 
want to manage and assign to users are located. Machines must be assigned to this folder to be 
visible 
 
Machines:  Virtual machines existing in the pool of resources indicated above that will be managed 
by UDS and to which access can be provided to the different users. We will have to indicate which 
machines will be accessible by users, the machines not selected, will be ignored and will not be 
assigned. 
 
If the machines have the unamanaged actor installed and a "token" has been configured both in the 
actor (machine) and in the service definition (administration), it will be possible to control the access 
of users to these machines and they can be released so that other users can use them, in case they 
do NOT have the unmanaged actor installed,  When a machine is assigned to a user, that assignment 
will be maintained until manually deleted by an administrator. 
 

 

 
 
 
 

 



 

 

 
Page 92 of 381 

 

Administration Manual  UDS Enterprise 4.0 

o Advanced 
 
Randomize machine assignment: This parameter indicates how the order of assignments to the 
users will be, if it is active (by default) the order of assignment will be random, that is, when a user 
requests a machine, it will be unknown which one will be assigned. If the parameter is not active, the 
assignment order will be sequential, the first user will be given the first machine indicated in the list, 
the second the second machine and so on. 
 
Keep on error:  When activated, the system ignores all service access errors, allowing the machine 
to remain available for access (useful for occasions when machines may not be available for a short 
period of time but should be available at some point). 
 
 
Use Snapshots:  If this parameter is enabled, UDS will create a snapshot on the virtual machine 
before the user's connection and once its assignment is removed (through an automatic detection of 
the user's logout or manual deletion of an administrator) the snapshot will be recovered to leave the 
machine in the same state just before the user's connection. If this parameter is not activated, UDS 
will not recover any previous state of the machine when the assignment with a user is deleted. 
 
NOTE: If the "Use Snapshots" option is enabled and the virtual machine already has a snapshot, 
UDS will not take any additional snapshots and will use and recover the existing snapshot.  

 

 

 
Save the configuration and we will have a valid "Proxmox Fixed Machines " on the Proxmox platform. 
We will be able to register all the "Proxmox Fixed Machines " type services that we need. 
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3.1.6.3 Configure service based on "Proxmox Linked Cloneò 
 
This type of service will create, within the virtual infrastructure, virtual desktops dependent on active 
publishing. 
 
To create base services of type "Proxmox Linked Clone " we access the "Service Providers ", select 
the "Services " tab, click on "New" and select "Proxmox Linked Clone ". 

 

The minimum parameters to be configured in this type of service are: 
 

o Main: 
 
Name:  Name of the service. 
 
Pool: Pool that will contain the machines created by UDS. 
 
HA: Enables generated machines to use "HA Group ". 
 

 
o Machine: 
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Base Names : Root of the name of all virtual desktops to be deployed in this service. (e.g.: Machine 
Names= win11-). 
 
Name Length:  Number of digits of the counter attached to the root of the desktop name (e.g.: Name 
Length= 3. The final name of the generated desktops would be: win11-000, win11-001... win11-999). 
 
Base Machine : Template virtual machine (Gold Image) used by the UDS system for the deployment 
of virtual desktops. 
 
Storage : The location where the generated publications and virtual desktops will be stored. Storages 
that allow the creation of "Snapshots" are supported (and will be shown). For more information 
visit the following URL: https://pve.proxmox.com/wiki/Storage . 
 
GPU Availability:  It will allow you to check if hosts have vGPUs to be able to host VMs: 
 

Á Do not check: Hosts will not be checked if they have vGPUs, machines will be created on 
any host. 

 
Á Only if available:  The hosts will be checked if they have vGPUs. New VMs created will be 

hosted only on hosts WITH vGPUs 
 

Á Only if NOT available: The hosts will be checked if they have vGPUs. New VMs created 
will be hosted only on hosts WITHOUT vGPUs 

 

o Advanced: 
 
Remove found duplicates : If this option is enabled (default), when UDS finds a virtual desktop with 
the same name (generated by UDS, but not registered) as the desktop you are about to create, it will 
delete it (it is recommended to use it to avoid "lost" VMs in the inventory).  
 
Keep on error:  When activated, the system ignores all errors in accessing the service, thus 
preventing desktop deletion. Very useful and recommended for use when using persistent machines, 
preventing the desktop from being deleted by the system under virtually any circumstances (except if 
an administrator manually deletes it). 
 

https://pve.proxmox.com/wiki/Storage
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Try SOFT Shutdown first:  When activated, the system will attempt to perform a "Soft" shutdown on 
the OS of the virtual desktop. It is necessary that the tools are installed and running on the machine 
to be deleted, otherwise, after a period of time a forced shutdown will be performed. 
 
Put back to cache:  Parameter that defines whether machines will be returned to the cache, so that 
they can be used by another user, once they are freed: 
 

Á No. Never put it back to cache:  When a user logs out of the desktop and the machine is 
non-persistent, it will be destroyed and will NOT be returned to the cache to be reused by 
more users. 

 
Á Yes, try to put it back to cache: When a user logs out of the desktop and the machine is 

non-persistent, it will be returned IF it will be returned to the cache to be reused by more 
users. 

Service counting method:  Method that the system will use to perform the machine count to comply 
with the parameter "maximum number of services to be provided" of a Service Pool: 
 

Á Standard:  This counting mode only takes into account the machines that are being 
created and during the process of creating and destroying machines, it is possible to 
exceed the value of the parameter "maximum number of services to be provided" of a 
Service Pool.  
 
For example, if a service pool, whose "maximum number of services to be provided" 
parameter is set to 5, we delete a service, there will be a time when that pool contains 6 
machines: 4 configured, 1 being created and 1 being deleted. 
 

Á Conservative:  This counting mode takes into account the machines that are being created 
and those that are being deleted, at no time will it be possible to exceed the value of the 
parameter "maximum number of services to be provided" of a Service Pool. 

 
For example, if a service pool, whose parameter of "maximum number of services to be 
provided" is set to 5, we delete a service, until that service is completely eliminated the 
system will not generate a new service, avoiding exceeding the value of 5 existing 
machines in the pool. 

 
Save the configuration and we will have a valid "Proxmox Linked Clone " on the Proxmox platform. 
We will be able to register all the services of the "Proxmox Linked Clone " type that we need. 
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Once we have the entire UDS environment configured (Services, Authenticators, OS Managers and 
Transports) and created the first "Service Pool ", we will be able to observe in the Proxmox 
environment how the desktop deployments are carried out. 
 
The first task that will be performed will be to generate a publication of the template (this machine will 
be generated every time we publish a service). It will be a clone of the template chosen when 
registering for the service, with a disk size and characteristics equal to said template. 
 
Once the process of creating the publication is finished (the system will name it as: "UDS-Pub-
Base_Name-date-vpublication_number") the desktops are automatically created (the system names 
them as: "UDS-Machine_Name-Name_Length") based on the cache parameters configured in the 
"Service Pools ". 
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3.1.6.4  Service usage summary and error logs 
 
Within a "Service Provider " we will have a tab called "Usage " that will allow us to have a quick view 

with detailed information and perform basic actions of the services deployed in this "Service 

Provider ". 

To access this information on the use of the services, we access the "Service Providers " and select 

the "Usage" tab. ò: 

 

 

 

We will be able to visualize: 

Access:  Date and time the service was accessed. 

Owner:  User and authenticator assigned to the service in usuario@autenticador format. If it appears 

empty, it means that the service has not been assigned to any user and is available in the cache. 

Service:  Name of the base service belonging to the "Service Provider " from which the service was 

generated. 

Pool:  Name of the "Service Pools " to which the service belongs. 

Unique ID:  MAC address of the service. 

IP: IP address of the service. 

Friendly name:  Name of the service. It will also be the DNS name of the UDS auto-generated virtual 

machine. 

Src Ip:  IP address of the connecting client accessing the service. 

Src Host:  DNS name of the connecting client accessing the service. If you are unable to access this 

name, your IP address will be indicated. 

It will also be possible to select one or more services to proceed with their deletion (in the base service 

of type "Fixed " we will only delete the assignment with the user). 
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The "Logs " tab will show us information about a possible problem that occurred in the "Service 

Provider ": 
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3.1.7  VDI environment with OpenStack 

 
Deployment of self-generated virtual desktops by UDS or connection to existing machines, in an 
OpenStack virtualization infrastructure. 
 

3.1.7.1  Registration of an "OpenStack Platform Provider" service providerò 
 
Click on "New" and select "OpenStack Platform Provider ò.  
 

 

 
In an "OpenStack Platform Provider " the minimum parameters to be configured are:  
 

o Main: 
 
Name:  Name to identify this provider. 
 
Identity endpoint:  Identity service address 
 
Authentication method:  The type of authentication used. 
 
Access interface : Name of the access interface. 
 
Domain:  Domain used in the integration 
 
Username:  Username or ID with permissions for UDS integration with the provider. 
 
Password:  Password of the user used in the previous field. 
 
Safe Operating Procedure : Passwords must be of sufficient length and include upper and lower 
case, numbers and special characters. 
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o Advanced: 
 
Project ID:  ID of the project that will be used in this provider. 
 
Region:  Region used in integration. 
 
Subnet names:  If enabled, an attempt will be made to retrieve the name of the networks instead of 
their ID. 
 
Creation concurrency . Maximum number of concurrent desktop creation tasks, in the different 
service pools that use it, for this provider. 
 
Removal concurrency . Maximum number of concurrent desktop deletion tasks, in the different 
service pools that use it, for this provider. 
 
Timeout.  The time of "Timeout " on the connection to the server. 
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Proxy:  Proxy address used in the connection to the provider. 
 

 
 

Using the "Test" button we will check that the connection is successful. 
 
Save the configuration and we will have a valid "Service Providers " to start registering base services 
on the OpenStack platform. 
 

 

 
NOTE: If we have several OpenStack platforms, we will be able to register all the " Service 
Providers " of the " OpenStack Platform Provider " type that we need . 
 
To modify a parameter in an existing "Service Providers ", select it and click on "Edit ". 
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By clicking on the "Enter Maintenance Mode " button, you can pause all operations produced by the 
UDS server on a service provider. It is recommended to put a service provider in maintenance cases 
where communication with that service provider has been lost or a maintenance shutdown is planned. 
 
Once the OpenStack platform is integrated into UDS, base services can be created. To do this, we 
double-click on the service provider created or on the provider's menu and select "Detailò: 
 

 

 

Dispondremos de los siguientes tipos de servicios base: 
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3.1.7.2  Configure OpenStack Fixed Machines-based serviceò 
 
This type of service will allow users to connect directly to existing virtual machines on a server or 
cluster in the Openstack environment.  
 
To create base services of type "Openstack Fixed Machines " we access the "Service Providers ", 
select the "Services " tab, click on "New" and select "Openstack Fixed Machines ò. 
 

 

 
The minimum parameters to be configured in this type of service are: 
 

o Main: 
 
Name:  Name of the service. 
 
Region:  Region used in integration. 
 
 
Service Token:  If UDS is required to recognize the login  and logout  of a user accessing a service 
of this type (so that when a logout  is made, UDS automatically releases the machine and makes it 
available to another user), it will be necessary to fill in this field with alphanumeric characters. If the 
field is left empty, UDS will permanently assign (until an administrator manually releases the service) 
the machine to a user, as it will have no way to control when a user enters or exits the machine. 
 
NOTE: If the "Service Token " field is filled in, on the machines that are selected for the connection it 
will be necessary to have the UDS "UDSActorUnmanagedSetup -x.x.x.exe " actor installed and in 
the configuration of this, indicate those same characters in the "Service Token" field ò. 
 
Project:  Project used in the integration and from which the VMs to be used will be obtained. 
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o Machine: 
 
Machines:  Virtual machines existing in the project indicated above that will be managed by UDS and 
to which access can be provided to the different users. We will have to indicate which machines will 
be accessible by users, the machines not selected, will be ignored and will not be assigned. 
 
If the machines have the unamanaged actor installed and a "token" has been configured both in the 
actor (machine) and in the service definition (administration), it will be possible to control the access 
of users to these machines and they can be released so that other users can use them, in case they 
do NOT have the unmanaged actor installed,  When a machine is assigned to a user, that assignment 
will be maintained until manually deleted by an administrator. 
 

 

 
 

o Advanced 
 
Randomize machine assignation: This parameter indicates how the order of assignment of the 
machines to the users will be, if it is active (by default) the order of assignment will be random, that 
is, when a user requests a machine, it will be unknown which one will be assigned. If the parameter 
is not active, the assignment order will be sequential, the first user will be given the first machine 
indicated in the list, the second the second machine and so on. 
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Keep on error:  When activated, the system ignores all service access errors, allowing the machine 
to remain available for access (useful for occasions when machines may not be available for a short 
period of time but should be available at some point).). 
 

 

 
Save the configuration and we will have a valid "OpenStack Fixed Machines " on the OpenStack 
platform. We will be able to register all the " OpenStack Fixed Machines " services that we need. 
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3.1.7.3  Configure service based on ñOpenStack Live Volumeò 
 
This type of service will create, within the virtual infrastructure, virtual desktops dependent on active 
publishing. 
 
To create base services of type "OpenStack Live Volume " we go to the "Service Providers ", select 
the "Services " tab, click on "New" and select "OpenStack Live Volume ò. 

 

The minimum parameters to be configured in this type of service are: 
 

o Main: 
 
Name:  Name of the service. 
 
Region:  Region used in integration. 
 
Project:  Project used in the integration and from which the volumes to be used will be obtained. 
 
Availability Zones : Zone in which desktops will be deployed. 

 
o Machine: 
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Volume: The volume used to build the virtual desktop instances. 
 
Network: Network to which instances connect. 
 
Flavor: Machine configuration applied at the resource level. 
 
Security Groups: Security groups that the instances will join. 
 
Base Names : Root of the name of all instances to be deployed in this service. (e.g.: Machine Names= 
win-). 
 
Name Length:  Number of digits of the counter attached to the root of the desktop name (e.g.: Name 
Length= 3. The final name of the generated desktops would be: win -000, win-001... win -999). 

 

 

o Advanced: 
 
Remove found duplicates : If this option is enabled (default), when UDS finds a virtual desktop with 
the same name (generated by UDS, but not registered) as the desktop you are about to create, it will 
delete it (it is recommended to use it to avoid "lost" VMs in the inventory).  
 
Keep on error:  When activated, the system ignores all errors in accessing the service, thus 
preventing desktop deletion. Very useful and recommended for use when using persistent machines, 
preventing the desktop from being deleted by the system under virtually any circumstances (except if 
an administrator manually deletes it). 
 
Try SOFT Shutdown first:  Cuando se activa, el sistema intentar§ realizar un apagado ñSoftò en el 
S.O. del escritorio virtual. Es necesario que las tools estén instaladas y en ejecución en la máquina 
a eliminar, en caso contrario, pasado un periodo de tiempo se realizará un apagado forzado. 
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Put back to cache:  A parameter that defines whether machines will be returned to the cache, so that 
they can be used by another user, once they are released: 
 

Á No. Never put it back to cache:  When a user logs out of the desktop and the machine is 
non-persistent, it will be destroyed and will NOT be returned to the cache to be reused by 
more users. 

 
Á Yes, try to put it back to cache: When a user logs out of the desktop and the machine is 

non-persistent, it will be returned. returned to the cache to be reused by more users. 
 
Service counting method:  Method that the system will be used to perform count to comply with the 
parameter "maximum number of services to be provided" of a Service Pool: 
 

Á Standard:  This counting mode only takes into account the machines that are being 
created and during the process of creating and destroying machines, it is possible to 
exceed the value of the parameter "maximum number of services to be provided" of a 
Service Pool.  
 
For example, if a service pool, whose "maximum number of services to be provided" 
parameter is set to 5, we delete a service, there will be a time when that pool contains 6 
machines: 4 configured, 1 being created and 1 being deleted. 
 

Á Conservative:  This counting mode takes into account the machines that are being created 
and those that are being deleted, at no time will it be possible to exceed the value of the 
parameter "maximum number of services to be provided" of a Service Pool. 

 
For example, if a service pool, whose parameter of "maximum number of services to be 
provided" is set to 5, we delete a service, until that service is completely eliminated the 
system will not generate a new service, avoiding exceeding the value of 5 existing 
machines in the pool. 
 

 
 

Save the configuration and we will have a valid " OpenStack Live Volume  " on the OpenStack 
platform. We will be able to register all the services of the type " OpenStack Live Volume  " that we 
need. 
 



 

 

 
Page 109 of 381 

 

Administration Manual  UDS Enterprise 4.0 

 

 
Once we have the entire UDS environment configured (Services, Authenticators, OS Managers and 
Transports) and created the first "Service Pool ", we will be able to observe in the OpenStack 
environment how the desktop deployments are carried out. 
 
The first task that will be performed will be to generate a publication of the template (this machine will 
be generated every time we publish a service). It will be a clone of the template chosen when 
registering for the service, with a disk size and characteristics equal to said template. 
 
Once the process of creating the publication using a snapshot is finished (the system will name it as: 
"UDS-Pub-Base_Name-date-vpublication_number") the desktops are automatically created (the 
system names them as: "UDS-Machine_Name-Name_Length") based on the cache parameters 
configured in the "Service Pools" ò. 
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3.1.7.4  Service usage summary and error logs 
 
Within a "Service Provider " we will have a tab called "Usage " that will allow us to have a quick view 

with detailed information and perform basic actions of the services deployed in this "Service 

Provider ". 

To access this information on the use of the services, we access the "Service Providers " and select 

the "Usage" tab. ò: 

 

 

 

We will be able to visualize: 

Access:  Date and time the service was accessed. 

Owner:  User and authenticator assigned to the service in usuario@autenticador format. If it appears 

empty, it means that the service has not been assigned to any user and is available in the cache. 

Service:  Name of the base service belonging to the "Service Provider " from which the service was 

generated. 

Pool:  Name of the "Service Pools " to which the service belongs. 

Unique ID:  MAC address of the service. 

IP: IP address of the service. 

Friendly name:  Name of the service. It will also be the DNS name of the UDS auto-generated virtual 

machine. 

Src Ip:  IP address of the connecting client accessing the service. 

Src Host:  DNS name of the connecting client accessing the service. If you cannot access this name, 

your IP address will be indicated. 

También será posible seleccionar uno o varios servicios para proceder a su eliminación (en el servicio 

base de tipo ñFixed ò ¼nicamente eliminaremos la asignaci·n con el usuario). 
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The "Logs " tab will show us information about a possible problem that occurred in the "Service 

Provider" ò: 
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3.1.8 VDI with Nutanix Acropolis 
 
Deploying and connecting to virtual desktops on a Nutanix AHV virtualization infrastructure. 
 

3.1.8.1  Service provider registration ñNutanix Acropolis Platform Providerò 
 
Click on "New" and select "Nutanix Acropolis Platform Provider ò. 
 

 

 

In a "Nutanix Acropolis Provider" the minimum parameters to be configured are:  

 
o Main: 

 
Name:  Name to identify this provider. 
 
Host:  IP address or name of the Nutanix Prims Element server. 
 
Port:  Communication port with Nutanix Prims server (default 9440) 
 
Username:  Username with permissions for UDS integration with the provider. It is recommended that 
you use a user with admin permissions (use a user created specifically for this purpose). 
 
Password:  Password of the user used in the previous field. 
 
Safe use procedure : Passwords must be of sufficient length and include upper and lower case, 
numbers and special characters. 
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o Advanced: 

 
Creation concurrency . Maximum number of concurrent desktop creation tasks, in the different 
service pools that use it, for this provider. 
 
Removal concurrency . Maximum number of concurrent desktop deletion tasks, in the different 
service pools that use it, for this provider. 
 
Timeout.  The time of "Timeout " on the connection to the server. 
 
Macs range.  MAC address range used by UDS to assign to automatically created virtual desktops. 
The modification of the range is always allowed to higher values, which will be applied immediately, 
but if it is reduced, it will be necessary that there is no record and it will also be necessary to wait a 
reasonable time of at least 24 hours for the records to be released and the change to be applied (to 
reduce the range, the registration of a new provider is recommended). 
 
API Version : API to use.  
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Using the "Test" button we will check that the connection is successful. 
 
Save the configuration and we will have a valid "Service Providers " to start registering base services 
on the Nutanix AHV platform. 
 

 
 
NOTE: If we have several Nutanix AHV platforms, we will be able to register all the " Service 
Providers " of the " Nutanix Acropolis Provider " type that we need . 
 
To modify a parameter in an existing "Service Providers ", select it and click on "Edit ". 
 
By clicking on the "Enter Maintenance Mode " button, you can pause all operations produced by the 
UDS server on a service provider. It is recommended to put a service provider in maintenance cases 
where communication with that service provider has been lost or a maintenance shutdown is planned. 
 
Once the Nutanix AHV platform is integrated into UDS, base services can be created. To do this, we 
double-click on the service provider created or in the provider's menu we select "Detailò: 
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3.1.8.2 Configure service based on "Nutanix Acropolis Serviceò 
 
This type of service will create, within the virtual infrastructure, virtual desktops dependent on active 
publishing. 
 
To create base services of type "Nutanix Acropolis Service " we access the "Service Providers ", 
select the "Services " tab, click on "New" and select "Nutanix Acropolis Service ò. 

 
 
The minimum parameters to be configured in this type of service are: 
 

o Main: 
 
Name:  Name of the service. 
 
Machine Names : Root of the name of all virtual desktops to be deployed in this service. (e.g.: Machine 
Names= Windows10-). 
 
Base Name:  Number of digits of the counter attached to the root of the desktop name (e.g.: Name 
Length= 3. The final name of the generated desktops would be: Windows10-000, Windows10-001... 
Windows10-999). 
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o Machine: 
 
Base Machine : Template virtual machine (Gold Image) used by the UDS system for the deployment 
of virtual desktops. 
 
Memory: Amount of memory in Mb that will be allocated to the generated virtual desktops. 
 
VCPUS: Number of vCPUs that the generated desktops will have (the value -1 will use the template 
configuration) 
 
Cores per VCPU:  Number of cores per vCPUs that the generated desktops will have (the value -1 
will use the template configuration) 
 
Network : Network where virtual desktops will be connected. 
 

 

 
o Advanced: 

 
 
Remove found duplicates : If this option is enabled (default), when UDS finds a virtual desktop with 
the same name (and generated by UDS) as the desktop you are about to create, it will delete it (it is 
recommended to use it to avoid "lost" VMs). 
 
Keep on error:  When activated, the system ignores all errors in accessing the service, thus 
preventing desktop deletion. Very useful and recommended for use when using persistent machines, 
preventing the desktop from being deleted by the system under virtually any circumstances (except if 
an administrator manually deletes it). 
 
Reset type:  Type of desktop reboot that is applied when reboot is indicated from user mode. 
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Try SOFT Shutdown first:  When activated, the system will attempt to perform a "Soft" shutdown on 
the OS of the virtual desktop. It is necessary that the tools are installed and running on the machine 
to be deleted, otherwise, after a period of time a forced shutdown will be performed. 
 
Put back to cache:  Parameter that defines whether machines will be returned to the cache, so that 
they can be used by another user, once they are freed: 
 

Á No. Never put it back to cache:  When a user logs out of the desktop and the machine is 
non-persistent, it will be destroyed and will NOT be returned to the cache to be reused by 
more users. 

 
Á Yes, try to put it back to cache: When a user logs out of the desktop and the machine is 

non-persistent, it will be returned IF it will be returned to the cache to be reused by more 
users. 

Service counting method:  Method that the system will use to perform the machine count to comply 
with the parameter "maximum number of services to be provided" of a Service Pool: 
 

Á Standard:  This counting mode only takes into account the machines that are being 
created and during the process of creating and destroying machines, it is possible to 
exceed the value of the parameter "maximum number of services to be provided" of a 
Service Pool.  
 
For example, if a service pool, whose "maximum number of services to be provided" 
parameter is set to 5, we delete a service, there will be a time when that pool contains 6 
machines: 4 configured, 1 being created and 1 being deleted. 
 

Á Conservative:  This counting mode takes into account the machines that are being created 
and those that are being deleted, at no time will it be possible to exceed the value of the 
parameter "maximum number of services to be provided" of a Service Pool. 

 
For example, if a service pool, whose parameter of "maximum number of services to be 
provided" is set to 5, we delete a service, until that service is completely eliminated the 
system will not generate a new service, avoiding exceeding the value of 5 existing 
machines in the pool. 

 

Salvamos la configuración y dispondremos de un "Nutanix Acropolis Service" válido en la plataforma 

Nutanix. Podremos dar de alta todos los "Nutanix Acropolis Serviceò que necesitemos. 
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Once we have the entire UDS environment configured (Services, Authenticators, OS Managers and 
Transports) and created the first "Service Pool ", we will be able to observe in the Nutanix Prism web 
console how the desktop deployments are carried out. 
 
The first task that will be performed will be to generate a publication of the template (this machine will 
be generated every time we publish a service). It will be a clone of the template chosen when 
registering for the service, with a disk size and characteristics equal to said template. 
 
Once the process of creating the publication is finished (the system will name it as: "UDS-Pub-
Base_Name-date-vpublication_number") the desktops are automatically created (the system names 
them as: "UDSS-publication_number Machine_Name+Name_Length") based on the cache 
parameters configured in the "Service Pools ". 
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3.1.8.3  Configure service based on "Nutanix Fixed Machines" 
 
This type of service will allow users to connect directly to existing virtual machines on a server or 
cluster in the Nutanix environment.  
 
To create base services of type "Nutanix Fixed Machines " we access the "Service Providers ", 
select the "Services " tab, click on "New" and select "Nutanix Fixed Machines ò. 
 

 

 
The minimum parameters to be configured in this type of service are: 
 

o Main: 
 
Name:  Name of the service. 
 
Service Token:  If UDS is required to recognize the login and logout  of a user accessing a service of 
this type (so that when a logout  is made, UDS automatically releases the machine and makes it 
available to another user), it will be necessary to fill in this field with alphanumeric characters. If the 
field is left empty, UDS will permanently assign (until an administrator manually releases the service) 
the machine to a user, as it will have no way to control when a user enters or exits the machine. 
 
NOTE: If the "Service Token " field is filled in, on the machines that are selected for the connection it 
will be necessary to have the UDS "UDSActorUnmanagedSetup -x.x.x.exe " actor installed and in 
the configuration of this, indicate those same characters in the "Service Token" field ò.  
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o Machine: 
 
Machines:  Existing virtual machines that will be managed by UDS and to which access can be 
provided to the different users. We will have to indicate which machines will be accessible by users, 
the machines not selected, will be ignored and will not be assigned. 
 
If the machines have the unamanaged actor installed and a "token" has been configured both in the 
actor (machine) and in the service definition (administration), it will be possible to control the access 
of users to these machines and they can be released so that other users can use them, in case they 
do NOT have the unmanaged actor installed,  When a machine is assigned to a user, that assignment 
will be maintained until manually deleted by an administrator. 
 

 

 
 
 
 

 
o Advanced 

 
Randomize machine assignment: This parameter indicates how the order of assignment of the 
machines to the users will be, if it is active (by default) the order of assignment will be random, that 
is, when a user requests a machine, it will be unknown which one will be assigned. If the parameter 
is not active, the assignment order will be sequential, the first user will be given the first machine 
indicated in the list, the second the second machine and so on. 
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Keep on error:  When activated, the system ignores all service access errors, allowing the machine 
to remain available for access (useful for occasions when machines may not be available for a short 
period of time but should be available at some point). 
 
Reset type:  Type of desktop reboot that is applied when reboot is indicated from user mode 
 
Use Snapshots:  If this parameter is enabled, UDS will create a snapshot on the virtual machine 
before the user's connection and once its assignment is removed (through an automatic detection of 
the user's logout or manual deletion of an administrator) the snapshot will be recovered to leave the 
machine in the same state just before the user's connection. If this parameter is not activated, UDS 
will not recover any previous state of the machine when the assignment with a user is deleted. 
 
NOTE: If the "Use Snapshots" option is enabled and the virtual machine already has a snapshot, 
UDS will not take any additional snapshots and will use and recover the existing snapshot.  

 

 

 
Save the configuration and we will have a valid " Nutanix Fixed Machines  " on the Nutanix platform. 
We will be able to register all the "Nutanix Fixed Machines " services that we need. 
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3.1.8.4 Service usage summary and error logs 
 
Within a "Service Provider " we will have a tab called "Usage " that will allow us to have a quick view 

with detailed information and perform basic actions of the services deployed in this "Service 

Provider ". 

 

To access this information on the use of the services, we access the "Service Providers " and select 

the "Usage" tab. ò: 

 

 

 

We will be able to visualize: 

Access:  Date and time the service was accessed. 

Owner:  User and authenticator assigned to the service in usuario@autenticador format. If it appears 

empty, it means that the service has not been assigned to any user and is available in the cache. 

Service:  Name of the base service belonging to the "Service Provider " from which the service was 

generated. 

Pool:  Name of the "Service Pools " to which the service belongs. 

Unique ID:  MAC address of the service. 

IP: IP address of the service. 

Friendly name:  Name of the service. It will also be the DNS name of the UDS auto-generated virtual 

machine. 

Src Ip:  IP address of the connecting client accessing the service. 

Src Host:  DNS name of the connecting client accessing the service. If you are unable to access this 

name, your IP address will be indicated. 
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It will also be possible to select one or more services to proceed with its deletion. 

The "Logs " tab will show us information about a possible problem that occurred in the "Service 

Provider" ò: 
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3.1.9 VDI with Microsoft Azure 

 
Deployment of self-generated virtual desktops by UDS or connection to existing machines, in a 
virtualization infrastructure in the Microsoft Azure cloud. 
 

3.1.9.1  Service provider registration ñAzure Platform Providerò 
 
The integration of UDS Enterprise with an Azure platform requires a series of previous tasks and 
requirements to be carried out in the Azure environment itself, so it is advisable to consult the manual 
"VDI with UDS Enterprise and Microsoft Azure " located in the documentation section of the UDS 
Enterprise website. 
 
Click on "New" and select "Azure Platform Provider ò.  

 

 
In an "Azure Platform Provider " the minimum parameters to be configured are:  
 

o Main: 
 
Service Name, Tenant ID, Client ID, Client Secret and Subscription ID.  

 

https://www.udsenterprise.com/es/uds-enterprise/documentacion/
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NOTE: To locate and generate all the necessary data requested, you can consult the manual "VDI 

with UDS Enterprise and Microsoft Azure" located in the documentation section of the UDS Enterprise 

website. 

o Advanced: 
 
Creation concurrency . Maximum number of concurrent desktop creation tasks, in the different 
service pools that use it, for this provider. 
 
Removal concurrency . Maximum number of concurrent desktop deletion tasks, in the different 
service pools that use it, for this provider. 
 
Timeout.  The time of "Timeout " on the connection to the server. 
 
Proxy:  Proxy address used in the connection to the provider. 
 

 

Using the "Test" button we will check that the connection is successful. 
 
Save the configuration and we will have a valid "Service Provider " to start registering base services 
on the Microsoft Azure platform. 
 

 

NOTE: If we have several subscriptions in the Microsoft Azure cloud, we will be able to register 
all the " Service Providers " of the " Azure Platform Provider " type that we need . 

https://www.udsenterprise.com/es/uds-enterprise/documentacion/
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To modify a parameter in an existing "Service Provider ", select it and click on "Edit ". 
 
By clicking on the "Enter Maintenance Mode " button, you can pause all operations produced by the 
UDS server on a service provider. It is recommended to put a service provider in maintenance cases 
where communication with that service provider has been lost or a maintenance shutdown is planned. 
 
Once the Azure platform is integrated into UDS, base services can be created. To do this, we double-
click on the service provider created or in the provider's menu we select "Detailò: 
 

 
 
We will have the following types of basic services: 

 

  






























































































































































































































































































































































































































































































































