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Logs UDS Enterprise 4.0

INTRODUCCION

This document will describe information for administrators about all the important logs found
in the different components of a UDS environment.

UDS-Server

The logs of the UDS Server component are found in the path /var/log/uds

root@roker-400:/var/log/uds# ls
auth.log operations.loa services.log sqgl.log trace.log uds.log use.log workers.log

root@roker-400:/var/log/uds# I

Next, each one of them is detailed:
. auth.log

- Inthis log we can see the users who have been validated on the platform, their IP
address and the machine from which they connected.

2025-02-03 16:41:30,996 |udsadmin| |WINDOWS | Logged in|Moz1illa/5.8 (Windows NT 18.0; Win64; x64) Apple
Safari/537.36

2025-02-03 16:42:31,276 1interna|jgomez| |WINDOWS | Logged in|Mozilla/5.0 (Windows NT 10.0; Win64; x64)

e/ Safar1/537.36

lauth.log (END)

. sql.log

- Here we can see all the changes that are made in the UDS Enterprise database. These
changes are generally made during the installation or update of UDS Enterprise.

. trace.log

In this log we can see data on user access to services: the name of the service, the UDS
user requesting it, the transport used and the IP of the machine.

IﬂFV 2025-02-03 16:59:24,413 READY on service "1. Windows 11\winl1-004" for user "jgomez" with transport "RDP Tunnel for Desktops" (ip:

(END )

SERVICE POOL VDI MACHINE

USERNAME TRANSPORT
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. uds.log

- This log is the main one of the system, in which we can see all the information related to
the connections made by the server and the errors that may appear.

. use.log

- Inthis log we can see more data on user access to services: the time, the day of login
and logout, the name or IP of the connection client computer, the user and

. workers.log

- Inthis log we can see the internal tasks performed by the UDS Server machine: self-
cleaning tasks, scheduled tasks, check the cache, etc...

. Operations.log
- In this log we will find all the tasks that the UDS platform sends to the hypervisor and in

the event that there is an error in it we will also be able to view it.

In addition to the specific logs of the UDS elements, it is also important to take into account the
log of the web server used by UDS, which is NGINX. The web server logs are stored in the path:
/var/log/nginx/

root@uds:/var/log# cd nginx/
root@uds:/var/log/nginx# 1s
access.log access.log.l access.log.2.gz access.log.3.gz access.log.4.gz

rootauds:/var/log/nginx# Ji

. access.log

- Inthis log we can find valuable information about the accesses of third-party elements
(such as SAML authenticators, Opengnsys, etc...) and accesses to the web portal
(including the administration interface).

root@uds:/var/log/nginx# tail -f /var/log/nginx/access.log
H - - [29/Aug/2022:12:40:08 +0200] “/uds/res/modern/main-es2015.js" 200 217129 “Mozilla/5.@ (X11; Linux armv7l
i.  1refox/78.0"
- - [29/Aug/2022:12:40:11 +0200] “/uds/res/modern/img/udsicon.png” 200 6649 "Mozilla/5.0 (X11; Linux armv7l;
*+d IR =irefox/78.0"
- - [29/Aug/2022:12:40:11 +0200] “/uds/res/modern/img/login-img.png" 200 5718 "Mozilla/5.0 (X11; Linux armv7|
1B EEIE" Firefox/78.0"
- - [29/Aug/2022:12:40:11 +0200] "/uds/res/modern/fonts/roboto-v20-vietnamese_latin-ext_latin_greek-ext_gree|
0 111 1 rgelar.woff2" 200 51116 "Moz1illa/5.0 (X11; Linux armv7l; rv:78.0) Gecko/20100101 Firefox/78.0"
- - [29/Aug/2022:12:40:11 +0200] “"/uds/res/modern/fonts/roboto-v20-vietnamese_latin-ext_latin_greek-ext_gree|
w111 e W woff2" 200 51400 "Mozilla/5.0 (X11; Linux armv7l; rv:78.0) Gecko/20100101 Firefox/78.0"
- - [29/Aug/2022 0:11 +0200] "/uds/res/modern/fonts/MaterialIlcons-Regular.woff2" 200 44300 "Mozilla/5.0
TR =i Gecko/20100101 F x/78.0"
- - [29/Aug/2022: 0:11 +0200] “/uds/res/modern/img/favicon.png” 200 2172 "Mozilla/5.0 (X11; Linux armv7l;
yefox/78.0"
- - [29/Aug/2022:12:42:59 +0200] "/" 403 9 "-"
- - [29/Aug/2022:13:05:22 +0200] "/robots.txt" 403 9 "Mozilla/5.0 (compatible; YandexBot/3.0; +http: 0
- - [29/Aug/2022:13:05:26 +0200] "/" 403 9 "Mozilla/5.0 (compatible; YandexBot/3.0; +http://yandex.com/bots)"

NOTE: with the command tail -f /var/log/nginx/access.log we can easily see the
information in real time
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UDS Tunnel

To see the main information of the UDS Tunneler connections we can use the following
command:

journalctl -xe -t UDSTunnel

In it, in addition to the OS records themselves, we can find information on the tunneled
connections made by UDS, such as the user's public IP, the machine's IP, the port through which
we access the service, etc...

26 tunnel-400 UDSTunnel 5 - CONNECT (62D3EFA0592D0) FR(JF*I 155210 (TLSv1.3/TLS_AES 256
tunnel-400 nnel g - OPEN TUNNEL FAG592D0) FROM :55210 to
tunnel-400 UDSTunnel : - TERMINATED (62D3EFAG592D0) :55210 to :3389, 596, r:2959100, t:608

nn
nn

root@tunnel-400:~# journalctl upSTunnelll

In the path /var/log/tomcat9/catalina.out we will find another log file where we can see
everything related to HTMLS5 connections.

UDS Client - Windows

The log file of the UDS Client component can be found in the user's temporary folder (%temp%).

| = | Temp
Home Share View
« v » ThisPC » Local Disk (C:) » Users » Javier Gomez » AppData » Local » Temp
MName Date Type Size Tags
# Quick access udsclientlog 4/5/2022 12:00 PM Text Docu. 1,123 KB

[

In this log we can view any error that has occurred in the connection client when we make the
connection to services published in UDS.

UDS Client - Linux

The log file of the UDS Client component can be found in the user's home folder:

user@user-virtual-machine:~$ 1s
Descargas Escritorio Misica Publico Videos
Documentos Imagenes Plantillas | vdsclient.log
userfiuser-virtual-machine:~$%

In this log we can view any error that has occurred in the connection client when we make the
connection to services published in UDS.
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UDS Actor - Windows

The UDS Actor component in a Windows OS will offer us two different logs, one related to the
service in charge of configuring the virtual desktop (change of name, domain inclusion, machine
status, etc...) and another related to the control of the session of the user accessing the desktop.

The log in charge of service preparation tasks is generated in the Windows temporary folder:
C:\Windows\Temp

This PC ¢ Local Disk (C) » Windows » Ternp

Marme

|:] udsactarlog
= :

Ly

The log in charge of the control tasks of a user's session is generated in the temporary folder of
the user's profile: C:\Users\ \AppData\Local\Temp (%temp%)

This PC » Local Disk (C) » Users » dermouser » SppData » Local » Temp @

Mame

» |:] udsactar.log

UDS Actor - Linux

The UDS Actor component in a Linux OS will offer us two different logs, one related to the service
in charge of configuring the virtual desktop (name change, connectivity, machine status, etc...)
and another related to session control of the user accessing the desktop.

The log in charge of service preparation tasks is generated in the /var/log/ folder

uds@Kubu-000:/% 1s /var/log | grep udsactor.log

uds@Kubu-000:

The log in charge of a user's session control tasks is generated in the user's home folder:

demouser@Kubu-000: /% 1ls /home/demouser/
udsactor. log

demouser@Kubu-000:/%
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Logs in UDS administration
From the UDS Enterprise administration you can get additional information on the different
configurable sections and services.

Here are some examples:

e Service Providers: In the service providers configured in UDS we can find the "Logs"
section, which can provide us with information about possible errors.

' + English + jgomez

=
¢ Cﬂ - Proxmox
cB

c8 ,

Summary Services

)

]

~ M Logs

.

(=] T], Export )

=Q Filter oofo o
w

date level | source message
=

¢ Authenticators: In the authenticators configured in UDS Enterprise we can find a
"Logs" section that can provide us with information such as the user who has accessed

or the OS from which it is accessed, etc.

¢ Cﬂ Interna

11 Export

o

Filter

‘ 1-100of 1000 > >

date level J source message

user javidemo has Invalid

12/23/2024 09:03:50 ERROR web password from = .=y =
where os is WINDOWS

e service pools: In the service pools created in UDS Enterprise there is a "Logs" section
where you can view all the changes made to said pool and the user who made said

change.
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Publications Scheduled actions Access calendars Charts

< rts

Logs

+
4 Export Filter

‘ 1-500f57 > H o

date level J source message

Service Pool is restrained due to

06/25/2024 12:07:27 WARN internal i
excesive errors
07/11/2024 14:41:17 WARN internal Servioe Pool s restralned due 1o
excesive errors
Initated publication v2 b
06/25/2024 10:03:26 INFO admin nitated publication v by

aschumann@Interna

Within our service pool we can also access the logs of each deployed machine, as can be seenin
the following image (for example, if you have a restricted service, you can see the reason here)

O A B xoeneen

@
I

O B Adobe Acrobat Pro Active 0 0 0% ves
m !! After Effects Active n n n% ves
Summary Assigned services Cache Groups Transports P

Assigned services

& Change owner G Logs 1‘; Export CSV
) » . Friendly
Creation date Revision Unique ID P status
name
01/28/2025
17{42f 27 52:54:00:00:03:22  192.168.15.159 win10-006 Vinlid
IO copy

£ Change owner

[ vNC
B Delete

G Go to user

Page 7 of 10




Logs UDS Enterprise 4.0

Logs of
|Iii|||HHHHHiIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII

T, Export
+ ExP Filter 1-100f 156 > > r:)
date 4 level source message
02/04/2025 01:29:19 WARN transport Not accessible (using service ip 192.168.15.159)
02/04/2025 01:29:16 INFO web User demo@Interna from 66.30.101.18 has initiated access
02/01/2025 00:39:12 WARN transport Not accessible (using service ip 192.168.15.159)

User demo@Interna from 67.86.136.230 has initiated
access

02/01/2025 00:39:09 INFO web

From here we can see the reason for the service restriction.

UDS server configuration wizard

In the event of an error in the web configuration wizard of the appliances, both in the UDS Server
and in the UDS Tunneler, in the file: usr/share/uds/setup/log/setup.log we can find more
information about what may be happening.

In addition, in the trace.log and run.log files we can also find information about the UDS setup

root@tunnel35:/usr/share/uds/setup/log# 1s
run.log setup.log trace.log

root@tunne35:/usr/share/uds/setup/log# |

In the following capture of the trace.log log you can see, for example, the correct connection
with the database server.

—hare. uds . T LI log"Trace. ]
1:20,910 NETHWORK accepted
14,885 MIGRATION started
46,659 MIGRATION finished

In this capture of the run.log log you can see, for example, the correct configuration of the
selected time zone.

share/suds etug 12 UN .

14 +0200] L ] [INFO] Startir nicorn 20.1.

14 +0200] =1= NFD i nir at: http:/70.0.0.0:9900 (587
0200] 58 NFD orker: sync
+0200] 588] [INF g with pi

ent default time zone: ]
1 time is now: Man .
Jersal Time =3 : Man
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Logs of the UDS Client on theAdministraciéon

One of the new functionalities added in this version 4.0 is the possibility of activating UDS Client
logs so that they can be viewed within the log of the Service being used.

This will be activated on the User, inside the authenticator:

m 2 Edit T, Export C¢

Username R

jgomez A
IO copy
g Edit

@ Information

0000

= Clean related (mfa,...)

E Enable client logging

B Delete

By accessing the Service Pool and choosing the user's service, we will be able to access its logs.

02/04/2025 . .
09:41 27 52:54:00:00:03:3A 192.168.15.245 win10-003 Valid
O copy
2 Change owner
B Logs
[ VNC
B Delete
G2 Go to user
Logs of

1,

4 Export Filter 11-200f 113 K e > g

date + level source message

02/04/202509:59:54 DEBUG client 2025-02-04 09:59:45,822 System: Windows

02/04/202509:59:54 DEBUG client 2025-02-04 09:59:45,822 Release: 10

02/04/2025 09:59:54 DEBUG client 2025-02-04 09:59:45,822 Version: 10.0.22631

02/04/2025 09:59:54 DEBUG client 2025-02-04 09:59:45,822 Machine: AMD64

02/04/2025 09-50:54 DEBUG client 2025-02-0-4 09:59:45,&-322 Processor: Intel64 Family 6 Model

165 Stepping 2, Genuinelntel
02/04/2025 09:59:54 DEBUG client .20.25-02-04 99:59:45,822 Architecture: ('64bit’,
‘WindowsPE')
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UDS ENTERPRISE, THE SOFTWARE VDI OF VIRTUAL CABLE

About UDS Enterprise

UDS Enterprise is a new software concept for creating a fully customized virtualization
platform for the workplace. It provides secure 24x7 access from any location and device to
all applications and software of an organization or educational center.

It allows you to combine Windows and Linux desktop and application virtualization in a single
console, as well as remote access to Windows, Linux and macOS computers. Its Open Source
base guarantees compatibility with any third-party technology. It can be deployed on
premise, in a public, private, hybrid or multicloud. You can even combine several environments
at the same time and perform automatic and intelligent overflows to optimize performance
and efficiency. All with a single subscription.

About Virtual Cable

Virtual Cable is a company specialized in the digital transformation of the workplace. The
company develops, supports and markets UDS Enterprise. It has recently been recognized as an
IDC Innovator in Virtual Client Computing worldwide. Its team of experts has designed digital
workplace solutions (VDI, vApp and remote access to physical computers) tailored to each
sector to provide a unique user experience fully adapted to the needs of each user profile. Virtual
Cable professionals have more than 30 years of experience in IT and software development
and more than 15 years in virtualization technologies. Everyday millions of Windows and
Linux virtual desktops are deployed with UDS Enterprise around the world.
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